NEXT GENERATION TELEPHONY SERVICE (NGTS)

Resolve Certificate Issue with Cisco Unified CM User Options
The Cisco Unified Communications Manager (CCM) is the website used to add speed dials and entries to
the personal address book. This document shows how to resolve the certificate issue.

1. Open Internet Explorer and enter the address: https://myphonel.ngtsohio.com/ccmuser.

Note: When you go to this site you get the following warning about a problem with the security certificate.

2. Click the red Continue link to display the Cisco Unified CM User Options window. Refer to Figure
below.

3l = hitps// myphonel ngtsohio.com/ ccmuser O ~ & X} @ Certificate Error: Navigation... %

g) There is a problem with this website's security certificate.
R

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and do not continue to this website.

& Click here to close this webpage.

% Continue to this website (not recommended).

& More information

3. Click the red shield icon Certificate to display the Untrusted Certificate box.

Unified CM Console

wlinln  Cisco Unified CM User Opt:
cisco

For Cisco Unified Communications Solutions.

Cisco Unified CM User Options

alulin Cisco Uni |!31 U :
L ntrusted Certificate
cisco For Cisco Unif]

The security certificate presented by this
website was nat issued by a trusted

certificate authority.

Copyright © 1998 - 2011 Cisco Systems, Inc.
All rights reserved.

This problem might indicate an attempt to
This product contains cryptographic features and is subject to United States and local country laws governing import, expor! - e
products does not imply third-party authority to import, export, distribute or use encryption. Importers, exporters, distributc Cisco Un|f|ed foal you ar intercept any data you send to
U.S. and local country laws. By using this product you sgree to comply with applicabls laws and requlafions. If you are unat the server.
product immediately.
A summary of U.S. laws governing Cisco cryptographic products may be found at our Export Complisnce Product Report we We recormmend that you close this webpage.
For information about Cisco Unified Communications Manager please visit our Unified ications System Documentati

About certificate errors
For Cisco Technical Support please visit our Technical Support web site.

View certificates

Copyright ® 1989 - 2011 Ci

V1 Page 1


https://myphone1.ngtsohio.com/ccmuser

NEXT GENERATION TELEPHONY SERVICE (NGTS)

4. Click on the Certification Path Tab to display the Certificate path.

L
General | Detais | Certification Path

Certficaton path
oyl natsofio-HAMDC1-CA

|
Cisco Unified CM Console %

temal Board... £ COW 4 Cisco Unified CM Console @ Cisco Voice () Citrix XenApp - Logon £ Dynamic Config Tool (™ Expenses

{55] HAMCUCM 1PUB.ngtsohio. com

View Certificate

Certficate status:

[This CA Root certificate is not trusted because itis notin the Trusted Root.
Certification Authorities store,

Learn more about certification paths

our Unified C¢ System D

found at our Export Compliance Product Report web site.

web site.

5. Select the ngtsohio-HAMDC1-CA and click View Certificate.
6. Then click OK.
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Username

@ﬁ Certificate Information

certification authority.

This certificate cannot be verified up to a trusted

Issued to: HAMCUCMIPUE.ngtsohio.com

Issued by: | notsohio-HAMDC 1-Ca

valid from 4/ 16/ 2013 to 4/ 16/ 2015

Learn more about certificates

Issuer Statement

= and local country laws governing import, export, transfer and use. Delivery of Cisco eryptographic products does not imply third-party authority to impert, expert, distribute or use encryption.
e with U.5. and local country laws. By using this product you agree to comply with applicable laws and regulations. If you are unable to comply with U.S. and local [aws, return this product immediately.
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7. Click on Install Certificate.

. T
Certificate

General | Details I Certification Path

Wb Cisco Unified CM Console %

ng Cerlificate Import Wizard i [

@ Certificate Informati e
@ e € intormation Welcome to the Certificate Import

Wizard

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification

Authorities store. This wizard helps you copy certificates, certificate trust

lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

Issued to: ngtschio-HAMDC1-CA

To continue, dick Next,
Issued by: ngtschio-HAMDC1-CA

valid from 3/ 22/ 2013 to 3/ 22/ 2018

ar rap
i aws

Install Certificate... || | Issuer Statement nd

Learn more about certificates

'

Click on Next on the Certificate Import Wizard window.

Then select place all certificates in the following store.
10. Browse to Trusted Root Certificate Authorities, select OK then click Next.
11. Then, click Finish.
12. When the Security Warning display, click Yes.

Note: It now states the import was successful.
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Security Warning

¢ You are about to install a certificate from a certification authority (CA)
L'Ié' claiming to represent:

ngtsohio-HAMDCL-CA

Windows cannot validate that the certificate is actually from
"ngtsohio-HAMDCL-CA”, You should confirm its origin by contacting

"ngtschic-HAMDCL-CA". The following number will assist you in this
process:

Thumbprint (shal): 82120D46 50136123 1CBFEAB4 4CSFBATC
61857814

Warning:
If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed

thumbprint is a security risk. If you click "Yes" you acknowledge this
risk,

Do you want to install this certificate?

13. Close all Internet Explorer (IE) windows.

14. Now reopen IE and go to https://myphonel.ngtsohio.com/ccmuser.
Note: The red banner no longer displays a warning.
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