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Although the State of Ohio, Department of Administrative Services Office of Information

Technology strives for accuracy in its publications, any publication may contain inaccuracies or

typographical errors. Changes, corrections and improvements may be made periodically to

these publications and will be incorporated in new versions. Please refer to the Office 365

website for the latest version of all documentation.

Document Changes

Version Date Description of Change
1.6 02.13.2015 Faxing Section
1.6 02.13.2015 Mobile Device
1.6 02.13.2015 AutoDiscover
2.0 03.20.2015 Agencies Using Blackberries added
2.0 03.20.2015 AutoDiscover Pop-Ups added
2.0 03.20.2015 Calendar Permissions added
2.0 03.20.2015 In Place vs. Lit Hold replaced
2.0 03.20.2015 Office 365 in Virtual Environments added
2.0 03.20.2015 Outlook 365 in Shared Environments added
2.0 03.20.2015 Outlook 365 Mail Migration Terms and Description added
2.0 03.20.2015 Outlook Autocomplete Cache added
2.0 03.20.2015 Outlook Experience EM-ID Migration added
2.1 04.01.2015 Agencies Using Blackberries
2.1 04.01.2015 AutoDiscover Pop-Ups
2.1 04.01.2015 Calendar Permissions
2.1 04.01.2015 In Place vs. Lit Hold
2.1 04.01.2015 Mail Migration Terms and Descriptions
2.1 04.01.2015 Office ProPlus in Shared Environments
2.1 04.01.2015 Autocomplete Cache
2.1 04.01.2015 EM-ID Migration
2.2 04.16.2015 Removed irrelevant information from Pilot Activities Agency
2.3 01.08.2016 Replace current hyperlink for password reset tool
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AGENCY ENGAGEMENT

OFFICE 365 REFERENCE GUIDE
OVERVIEW

This reference guide, which includes an Agency checklist, will Office 365 is a
assist you in performing the necessary tasks associated with Microsoft hosted

the Office 365 Agency email migration. messaging solution,

and delivers Outlook

Reference Guide Information as a cloud-based

service, which means

The reference guide provides information and instructional ,
that your email

materials for your Agency’s technical staff so that they may _ ,
services and data will

assist users and ready the Agency’s environment for an easy
transition to Office 365.

be located in the
cloud. By utilizing this
service, it removes the

operational burden for

an on-premises hosted

email service.
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OFFICE 365 INITIAL MIGRATION REPORT

PRE MIGRATION CHECKLIST

Agency Tasks

Verify that all desktop systems are up-to-date with patching
Verify Registry Fix has been Implemented

Remediate Users with Missing State of Ohio User IDs
Confirm Shared Mailbox Sizes

Identify and Supply White Glove List

Identify and Supply Do Not Migrate List

Identify Mailboxes under a legal hold

Identify and Supply Necessary Licensing Types for Mailboxes
Confirm List of Mobile Devices

Email Application Assessment

V V V V V VYV V VYV V V VYV

Ensure Staff has Completed Forefront Identity Management Training

OIT Tasks

Establish Open Line of Communication with Agency Contact
Remediate Resource Accounts with Missing State of Ohio User IDs

Remediate Improperly Formatted UPN Values

YV V V V

Consolidate and Match ID/EM Environmental Counterparts
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OFFICE 365 INITIAL MIGRATION REPORT

PILOT ACTIVITIES

Agency Tasks

» Supply Pilot List
» [Execute UAT Scripts

OIT Tasks

Convert Shared Mailboxes

Update Mail Enabled User Objects
Freeze Changes to User Objects
Run Preflight Analysis

Resolve Any Preflight Issues
Migrate Mailboxes

Apply Licensing

Establish Legal Holds

V V V V VYV V V V

OIT and Agency Tasks (Joint Responsibility)
» Pilot Sign-off
o OIT Sign-off
e Agency Sign-off
OIT and Agency Tasks (Joint Responsibility)

> Go — No/Go Decision
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OFFICE 365 INITIAL MIGRATION REPORT

VELOCITY ACTIVITIES

Agency Tasks

» Supply Velocity List

» Verify Auto Discover Capabilities are Functionality

OIT Tasks

Convert Shared Mailboxes

Update Mail Enabled User Objects
Freeze Changes to User Objects
Run Preflight Analysis

Resolve Any Preflight Issues
Migrate Mailboxes

Apply Licensing

Establish Legal Holds

V V V V VYV V V V

OIT and Agency Tasks (Joint Responsibility)

» Velocity Sign-off
o OIT Sign-off
e Agency Sign-off
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DESKTOP PATCHING REQUIREMENTS

Desktop patching requirements for a successful migration of email to the cloud, whether from

the EM or the ID Domain include: Security, Operating System and Office patches.

Note: At a minimum, the patch level should be no older than 6 months.

Web Brower Considerations

Microsoft has stated that only IE 10 and newer versions of Internet Explorer are supported for
the Office 365 Email in the Cloud. The newer the browser and its version, the better

performance can be expected.

Service Packs and public updates

The Microsoft Service Pack Support Lifecycle Policy requires you to install Office Service Packs
within 12 months of its release. Office 365 requires you to be in compliance with this policy.
Automatic public updates contain critical security fixes for Microsoft products. Office 365
strongly recommends that customers accept automatic updates from Microsoft both to secure
their environments and to have the best experience with Office 365. Office 365 ProPlus and

Lync Basic users can only defer installing updates for 12 months from date of release.

Network, Firewall & Port Requirement

In order to connect to OWA and Outlook, make sure you have the following ports through Local
Area Network (LAN) set up as described below. Most proxy servers, firewalls, and other Internet
connection sharing methods can restrict port access. If your Agency uses a proxy server, it may
restrict packets from unknown sources.

OWA Requirements ‘
Network Requirement Access to the Internet

Port Requirements Port 443 to the Internet open
Outlook Requirements ‘
Network and Firewall Requirement Access to the Internet

Port 443 to the Internet open
Port Requirements Port 25 to the Internet open
Port 80 to the Internet open
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EMAIL MIGRATION SYSTEM REQUIREMENTS

The Office 365 requirements in this document are subject to change. This is a living document

and will be updated as needed.

COMPONENTS AND REQUIREMENTS

Operating System: Windows Server 2008 R2

e Windows 7 — fully patched

e Windows Server 2012

e Windows 8

e 32-bit Office can be installed on 32-bit or 64-bit operating systems and 64-bit Office can

only be installed on 64-bit operating systems.

Com puter and Processor
o 1 GHZ or faster x86 or 64-bit processor with SSE2 instruction set.
Memory

¢ 1 GB RAM (32-bit) 2 GB RAM (64-bit) recommended for graphics features, Outlook

Instant Search, and certain advanced functionality.
Disk Space
e 3 gigabytes (GB)
Monitor Resolution

e 1024 x 768
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WEB BROWSERS/OFFICE CLIENTS

Internet Explorer 11

e Windows 8.1
¢ Windows 7 SP1 or greater

Internet Explorer 10

e Windows 8

e Windows 7

The latest version of Office - Office 365 ProPlus

¢ Windows 8 and 8.1
e Windows 7

Office 2010 Service Pack 1 (service Pack 2 Recommended)

¢ Windows 8 and 8.1
e Windows 7

Office 2007 with Service Pack 3

¢ Windows 8 and 8.1

e Windows 7

Office for Mac 2011 with Service Pack 3

e Mac OS X 10.6 or later

Mozilla Firefox and Google Chrome

e The latest version

Safari

e The latest version of Safari

e Mac OS X (any version)
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WEB BROWSERS: FIREFOX/CHROME/SAFARI

Office 365 is designed to work with the current or immediately previous version of Firefox, or the
latest version of Chrome or Safari. Microsoft supports only browser versions that are also
supported by the browser’'s manufacturer. Typically, this is only the most current version. Firefox
and Chrome are both designed to stream updates to your devices every six weeks. Many

common problems with these browsers are resolved in the next update.

System Requirements across Office 365 Plans

Office 365

Enterprise E3 OlffeE S
Feature pr Enterprise K1
EelCETom A5 Government K1
Government G3

Designed to work with Internet Explorer 11 Yes Yes
Designed to work with Internet Explorer 10 Yes Yes
Designed to work with Internet Explorer 9 No No
Designed to work with Internet Explorer 8 No No
Designed to work with the current or immediately

; . . Yes Yes
previous version of Firefox
Designed to work with the latest version of Google Yes Yes
Chrome
Designed to work with the latest version of Safari Yes Yes
Designed to work with Office 365 ProPlus Yes Yes
Designed to work with Office Professional Plus 2013 Yes Yes
Designed to work with Office Professional Plus 2010 Yes Yes
Designed to work with Office clients in extended support No No
Requires installation of Office Service Packs within 12

Yes Yes

months of release
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OFFICE 365 REGISTRY

The Office 365 team is requesting that all Agency partners run the following Registry edits for
the Credential Pop-up and the Connectivity Balloon. The Credential Pop-up edit is
recommended for each individual account in your Agency. The Connectivity Balloon edit is on

an as needed basis.

Credential/Authentication Pop-up

When attempting to create an Outlook profile or connect to an Office 365 mailbox, you may be

prompted for credentials multiple times.

Note: The Credential Pop-up edit is recommended for each individual account in your Agency.

Enter Credentials =8 ﬁ‘
Please enter credentials
Lsar name: L 5} .
Password:

oK || cancel

If you cancel the credentials prompt, you receive the following message:

“The connection to Microsoft Exchange is unavailable. Outlook must be online or connected to
complete this action.”

To fix the Pop-up error;

» Run the following edit on each and every account in your Agency

e HKEY_CURRENT_USER\Software\Microsoft\Exchange
Name: NoUIAutoDForSharedMailboxes
Type: DWORD (32-bit)
Value: 1
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Connectivity Balloon

The second edit is in regards to the connectivity balloon indicating that your account is

disconnected. This edit only needs to be run on an “as needed basis”.

If your user is receiving the following pop-ups and you wish to disable the Outlook network

connectivity balloon;

W

i Microsoft Outlook
Connection to Microsaft Bxc hange has been lost.
Outleok will restore the connection when possible.

» Right-click on the Outlook tray icon and uncheck “Show Network Connectivity Changes”.

¥ Show Microsoft Exchange Messages
¥ Show Network Wamings
Show Metwork Connectivity Changes

v Show New Mail Desktop Alent

Hide When Minimized
Open Outlook

Cancel Server Request

After closing Outlook the following Registry key is created:

e [HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Outlook\Display
Types\Balloons]
"NetConn"=dword:00000000

To create a new Group Policy and assign it to users, use the Group policy preferences.

» Locate the “User Configuration\Preferences\Windows Settings\Registry”

» Create a new registry item

To notify Administrators about Exchange Server connection information;
» Apply this policy only to the normal users

To increase speed after Group Policy is in effect;

» Key “Gpupdate /force” on the client machine
» Restart Outlook
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FILE SIZE

25MB EXPLAINED

Prior to January 2015, we asked Agencies to move all emails greater than 25MB to a non-

Exchange location, because anything larger than 25MB could not be migrated to the Cloud.

The 25MB restriction no longer applies as all mail up to 150MB can now be migrated to the
Cloud. These larger emails can be viewed, searched and moved, but users are unable to send

or forward email outside the user’'s mailbox.

Large Items Folder Creation

The DAS Exchange team is running a scan on all on-premises mailboxes in the Exchange
environment in order to locate messages over 25MB. Once the scan isolates the large files, they

will be moved to a “Largeltems” folder at the root of the user’'s mailbox.

Saving an Attachment

A paperclip icon is displayed for emails containing an attachment.

V| [

4 Size: Hy

=
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From an email with an attachment(s);

» Right-click the attachment and select one of the following:
e Save As — Select this option to save one attachment.
¢ Save All Attachments — Select this option to save multiple attachments.

¢ Remove Attachment - Select this option to delete the attachment.

| Workchan ndf o RR |
Preview
55 Open
| B Quick Print
ﬂ Save As

icha @Q Save All Attachments...

;09 P
}( Femove Attachment

If you selected to save the attachment(s), the Save Attachment window is displayed.

» Scroll to the location where you want to save the file
» Click OK

The file is now saved.
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OFFICE 365 IN VIRTUAL ENVIRONMENTS

Agencies using RDS (Remote Desktop Services), VDI (Virtual Desktop Infrastructure), or like
technologies (running in either persistent or non-persistent mode) with Outlook 365 should be
aware that Outlook in online mode will not provide optimal performance. For this reason,
operating in Cached Exchange Mode is highly recommended. When running in Cached
Exchange Mode there is always a local copy of a user's Exchange mailbox ready in an offline

data file (.ost file) on the user's computer.

By default it is located in the C:\Users\<username>\AppData\Local\Microsoft\Outlook folder.

Cached Exchange Mode

() Offline computer
@ Offline address book (QAE)

(2) Offline folder containing a copy of
the user's Exchange mailbox

Consequently, running in Cached Exchange Mode would greatly increase your storage

requirements for each mailbox instance (as much as 50GB per mailbox).

One suggested solution is to use the Outlook Web App (OWA); however, the OWA isn't as
feature rich or as user-friendly as the desktop Outlook Client.

The recommended solution is to install Outlook 2013/Office ProPlus with the option to only sync
the last month of emails, and/or utilize aggressive archive policies that keep the majority of the
data in the online archive, which is not synced.
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To follow are the steps to change the cached mode sync range in the individual Outlook
2013 client:

From the File Menu;
» Choose the Account Settings button
» Select Account Settings

IET| Account and Sociz
a Change settings for this acc
Account connections.

Settings - Access this account on

® Account Settings...
[ 1

Add and remove accounts or
change existing connection settings.

Social Network Accounts

Configure Office to connect to
social networks.

[
g

Delegate Access

[ {]

Give others permission to receive
iterns and respond on your behalf,

@ Download Address Book...

m Download a copy of the Global
Address Book,

|:b Manage Mobile Notifications
E Set up SMS and Mobile
Notifications.

From the Account Settings Dialog Box;
» Select the Microsoft Exchange account
» Click Change

Account Settings ﬁ

E-mail Accounts
You can add or remove an account, You can select an account and change its settings.

E-mE”l Data Files I R55 Feeds I SharePoint Lists I Internet Calendars | Published Calendars | Address Books

g Mew., ¥ Repair( ff" Change... )( Remove ¥

Mame Type

Microsoft Exchange (send from this account by def...
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From the Change Account Dialog Box;

» Adjust the “Mail to keep offline” sync slider to 1 month

Offline Settings

/| Use Cached Exchange Mode

Mail to keep offline: @ 12 months

Mare Settings ...

< Bac < Mext > ?| Cancel |

> Click Next
> Click Finish

When operating in cached mode only some mail will be immediately available to you. However,

in your mail folder(s) you can see that all of your mail is accessible on the server:

Pl s B Y s |
sy mog e ) wr

el

Click here to view more on Microsoft Exchange

GROUP POLICY CACHED EXCHANGE MODE

As an administrator for your agency, you can set the Cached Exchange Mode and settings in

Group Policy. The following Technet article outlines some configuration options:
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To configure Cached Exchange Mode settings using
Group Policy

In Group Palicy;
» Load the Outlook 2013 template
» Open the Group Policy Management Console (GPMC)
In the tree view;
» Expand Domains
» Expand Group Policy Objects
» Right-click the Policy Object
» Click Edit
The Group Policy Management Editor window opens.
In the tree view;
» Expand User Configuration
Expand Administrative Templates
Expand Microsoft Outlook 2013
Expand Account Settings
Click Exchange

YV V VYV V V

Expand Exchange
» Click Cached Exchange Mode

In the reading pane, in the Setting column;
» Double click the Policy

For example, in the Exchange reading pane, open “Use Cached Exchange Mode for new
and existing Outlook profiles”.

» Select Enabled

» Select an option (if appropriate).

» Click OK
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OFFICE PROPLUS IN SHARED ENVIRONMENTS

Many agencies have pcs that are shared by multiple users, while others have deployed user
endpoints in a virtual desktop environment. To follow are some guidelines on how an agency

can deploy Office ProPlus in a shared environment.

Enabling Shared Activation

The Microsoft Office Deployment Tool, combined with a simple text file, can be used to install
Office ProPlus on a shared computer and to enable shared computer activation for that

computer.

Add the following lines when you create the configuration file:

<Display Level="None" AcceptEULA="True" />

<Property Name="SharedComputerLicensing" Value="1" />

When Office ProPlus is deployed using a Managed Deployment method such as the Office
Deployment Tool or SCCM, shared computers would be configured using the above version of

the configuration file to allow for shared activation.

After Office ProPlus is deployed and a user signs into an Office ProPlus program (i.e., Word) on

the shared computer the following occurs:

Office ProPlus contacts the Office Licensing Service on the Internet to obtain a licensing token
for the user. To determine whether the user is licensed to use Office ProPlus, the Office

Licensing Service has to know the user’s account information.
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In the State of Ohio deployment this account information is synced through FIM; however, in

some cases, the user might see the Activate Office dialog box below.

Activate Office

Mext

If the user is licensed for Office ProPlus, a licensing token is stored on the computer in the

user's profile folder, and Office ProPlus is activated. The user can now use Office ProPlus.

Microsoft Office Deployment Tool

The Microsoft Office Deployment Tool is a command line tool that enables you to download

Office ProPlus source files and install them on a series of desktops.

Among other things, it allows an administrator to:
e Specify the source location for Office
e Specify version, architecture (32 bit vs 64 bit) and language

e Manage the update process
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IJ Office Deployment Tool for Click-to-Run

The Office Deployment Tool allows the administrator to customize and
manage Office 2013 Click-to-Run deployments. This tool will help
adminstrators to manage installations sources, product/language

Run.

@) Detsis
(@) System Requirements
@ sl instructions

Popular downloads

;| Offce v

combinations, and deployment configuration options for Office Click-to-

—
_—
o (LI mirosoft /e O = O | 82 Dowlood Offce Deployme.
B® Microsoft l
Download Center »

Free PC updates

The Office Deployment Tool executable (setup.exe) has the following options:

Option Description
Download a full version of ProPlus from the
/download Microsoft CDN
/configure Install ProPlus
/package Create an app-v package
/help Get help and options

The configuration.xml file allows administrators to customize the download and installation and

allows for the following:

e Product and languages to install or remove

e Source path

o Level of user interface to display

e Logging options

e Product updates behavior

For more information regarding the use of the Office Deployment Tool reference the following

Technet article:

Page 24

Version 2.3


http://technet.microsoft.com/en-us/library/jj219422(v=office.15).aspx

Office of
Information Technology

Ohid)AS

Service - Support - Solutions

RESOURCE AND SHARED MAILBOXES

The Office 365 team wants to help facilitate a smooth transition to the State’s new Private Cloud
service offering. To prepare for the OFFICE 365 migration, Agencies need to identify and

process all “Shared” and “Resource” mailboxes.

RESOURCE AND SHARED MAILBOXES

Shared mailboxes (Resource) in Exchange 2010

o These mailboxes will migrate as resource mailboxes and no cost is associated.

e Naming changes may be applied to the mailbox. It is preferred that all Agency resource
mailboxes begin with the Agency'’s three letter prefix, however this is not a requirement
prior to migrating to Office365.

e Resource mailboxes cannot exceed a 50GB limit.

User mailboxes created in Exchange 2010 and
shared by multiple users

o ltis preferred that all mailboxes shared by multiple users be converted to shared.

¢ These mailboxes will migrate to Office 365; however, a monthly cost is associated with
the mailboxes that have not been converted.

o Shared mailboxes that are 50GB or less in size do not require a license. If they exceed
50GB, you will be charged for a full license.

¢ In the cloud, user mailboxes being used as shared mailboxes are set up so that a user
must sign in to his/her own mailbox and then open the shared mailbox using “Full

Access” permissions.

Room and equipment resource mailboxes that
require request approvals

o If “delegate access” is granted to a user as defined in the Agency AD, for example,
jsmith, then those delegates will migrate as SOUID.
o Delegated permissions for individual mailboxes will migrate to Office 365 with no

changes needed.

Page 25

Version 2.3



Ohid)AS

Service - Support - Solutions

Office of
Information Technology

>
>
>

Tasks to Prepare for Migration

Identify all resource mailboxes over the 50 GB limit and cleanup the mailbox.

Add the Agency three digit prefix to all resource mailboxes, as needed.

Identify all room and resource mailboxes with delegate approvals and make a note of the
approvers. Delegates may be added to the mailboxes after migration to the cloud.

Convert shared user mailboxes to shared resource mailboxes prior to migrating.

Resource Mailbox Naming

For naming convention, all resource mailboxes should begin with the Agency three letter prefix.

After migrating to the cloud, resource mailboxes created in Outlook 2010 may migrate with
changes to the primary Simple Mail Transfer Protocol (SMTP) address and display the name in
the Global Address List (GAL). These changes apply to shared, room and equipment

mailboxes.

Migrated Resource Mailbox

GAL: If Agency prefix is used in Outlook 2010, then the prefix will migrate, but no dash
will be added. For example, DOT Audit Requests

SMTP Example: audit-requests@

How Will Shared Mailboxes Work in Office 3657

In Office 365, a shared mailbox:

Does not have a username and password, so users cannot log on to it directly. A user
must sign in to their mailbox and then open the shared mailbox using “Full Access”
permissions.

Does not require a license, but each user that accesses a shared mailbox must be
assigned to a subscription plan.

Cannot be accessed by users with Exchange Online Kiosk subscriptions.

Has a maximum size of 50 GB.

Can be used to store emails sent to and received by the shared mailbox.

Can be used to store data migrated from on-premises public folders.

Cannot be used to archive emails for individual users.
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SHARING OUTLOOK CALENDARS

During your Agency’s migration, project mailbox calendar permissions are migrated with each
account by default. In the event that permission migration was missed, the following steps can

be used to set permissions manually.

These instructions were created using Outlook 2010, but can be used as a reference for

Outlook 2013 as well.

Setting Permissions Manually

» Launch the Outlook program and navigate to your Calendars in the Navigation pane.

= Inbox 1864
7 Drafts [1]
I [=9 Sent Itemns
b [5 Deleted ltems 749

I [B2] Contacts

» Select the Calendar you would like to update in the Navigation pane.

Note: If you are not able to change sharing permissions on a calendar, you may not have full
permissions or “own” the Calendar.

> Click the Calendar Permissions icon.

~ Calendar Permissions icon.
Calemdar
Permiziion:
| K 1 4 i e 1 (=7
11 ;| % - i = e 8 L)
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If the name of the person you would like to share the selected calendar with is not already listed:;

> Click the Add button

Note: If the individuals are already listed and you would like to adjust their permission level

jump to Step 6.

» Find the people you would like to have access to your calendar by typing the name in

the search field.

General | Home Page | AutoArchive | Permissions Synchronization |

Name Permission Level =
Default FreeBusy time |
TR el T = TN
Anonymous MNone L
AEBan nk Tmkn st ~
‘ m L]
—>| Add.. || Remove |
Permissions
Permission Level: |Fres/Busy time -|
Read Write
None Create items
@ Free/Busy time Create subfolders
Free/Busy time, subject, [ Edit own
SocREtN Edit all
Full Details
| other Freefusy... |
Delete items Other
@ None Folder owner
Own Folder contac
Al Folder visible

(o ][ conce |

Add Users A D —

Search: @ Name only () More columns  Address Book

[ Name Title

Hooker, Benjamin Information Technology Mar:

ar Hooker, Mary Medicaid Hss 2
Licensed Practical Nurse
Program Administrator 2

Go Global Address List -

.’® Hooks, Bonnie
.’® Hooks, Daniel

& Hooks, Deborah Corr Off
.’® Hooks, Demetrius Corr Off
.’® Hooks, Dionne Drriver License Examiner 1
& Hooks, Dustin Corr Off
.’® Hooks, Harold ‘Warden
.’® Hooks, Micholas Corr Off

Administrative Staff
Budget/Management Analyst
Administrative Staff

Licensed Practical Nurse

& Hooks, Shauna

.’® Hookway, Catherine
.’® Hoop Adams, Wendy
.’® Hooper, Alan

.’® Hooper, Jeff

.’® Hoaoper, Steve Program Administrator 2

a.m Hooper, Steven Psych/Mr Murse
4| i

Hooker. Benjamin
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» Select the individual’s name in the list and then select a Permission Level from the drop

down menu.

Calendar Properties

—x—)

| General | Home Page I AutoArchive | Permissions | synchronization

Mame

Conners, Kristen

Permission Level

Free/Busy time, subject, locatio

Houy Jo J bject locatio
=
K_, Hooker, Benjamin Free/Busy time, subje pl

< . +

[ add..

] [ Remave ] [Propemesu.l

Permissions

Permission Level: [Free}Busytime, subjedt, location V]

Read
MHone
() Free/Busy time

15 Free/Busytime,
= subject, location

() Full Details

Other Free/Busy...

Delete items
@ None

) Own

@ An

Write

[] Create items

D Create subfolders
[ Edit own

[T Edit all

Other

D Folder owner
[C] Falder contact
[] Falder visible

Apply

Note: Custom or specific permission levels can be set by editing the options.

Permissions

Permission Level: [Free."Busy time, subject, location v]

Read
Maone
) Free/Busy time

&, Free/Busy time,
= subject, location

() Full Details

Other Freg/Busy...

Delete items
@ Mone

) Own
AN

Write
| create items

|:| Create subfolders

[ Edit own

[ Edit all

Other

] Falder owner

|:| Faolder contact
[] Folder visible

OK ] [ Cancel

Apply
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PERMISSION LEVELS:

¢ None - the person cannot see any information related to your calendar

o Free/Busy time — the person can see when you are free or busy only

o Free/Busy time, subject, location - the person can see the time, subject, and location
of your appointments

o Contributor - the person can put appointments on your calendar but cannot see details
of existing appointments

e Reviewer - the person can read everything related to an appointment (except a private
one) and see folders, but not subfolders

¢ Non-editing Author - the person can see appointment details, create appointments (but
not folders), and delete the appointments they created

e Author - the person can see appointment details, create appointments, edit
appointments they created, and delete appointments they created

e Publishing Author - the person can do everything an Author can, plus create
subfolders

e Editor - the person can create items, edit all appointments, delete any appointment, and
see the full details of all appointments

e Publishing Editor - the person can do everything an Editor can, plus create subfolders

e Owner - the person will have the same permissions to your calendar that you have
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DELEGATING ACCESS

Delegating access allows users to grant “admin assistant” type permissions. Those who are
granted “delegate access” are allowed to view, edit, accept, send and respond to mail items on
your behalf. This access can include the Inbox, Calendar, Tasks, Contacts, and Notes. You can

select multiple delegates to have access to your account and individually set the permissions for

each delegate.

From Outlook;
» Navigate to the File tab
» Select the Account Settings icon

» Choose Delegate Access

icon then choose ‘,;;:5 In_ef?’::c;:;wmmw Home  Send/Receive  Folder View  Develope

Account Information

N
Info -
o — dpAdd Account
Open
Print = Account Settings
g il
Help §
Account
-+ Options S

7 | 78| Account Settings...
ey &
X} Q¥ 4 sccounts of
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In the Delegates dialog box;
» Click the Add button

Delegates

O Delegates can send items on your behalf, including creating and

“ responding to meeting requests. If you want to grant folder
permissions without giving send-on-behalf-of permissions, close this
dialog box, right-click the folder, click Change Sharing Permissions,
and then change the options on the Permissions t q

[ s ] D

Remaove
Permissions...
Properties...

@ My delegates only, but send a copy of meeting requests and
responses to me [recommended)

My delegates only

My delegates and me

OK ] ’ Cancel

From the Add Users dialog box;

» Find and add the users to whom you would like to delegate access.

Add Users I
Search: @ Mame only () More columns  Address Book
hooker, ben| Go Offline Global Address List
Name Title | |

V<l Hooker, Benjamin Information Technology Mgr 1
© Medicaid Hss 2

.’® Hoaoks, Bonnie Licensed Practical Murse

‘.S Hooks, Daniel Program Administrator 2

..’@ Hooks, Deborah Corr Off

..’@ Hooks, Demetrius Corr Off

:G Hooks, Dionne Drriver License Examiner 1

:G! Hooks, Dustin Corr Off

& Hooks, Harold Warden

4 Hooks, Nicholas Corr Off

& Hooks, Shauna Administrative Staff

.‘Q Hookway, Catherine Budget/Management Analyst 3
.’® Hoop Adams, Wendy Administrative Staff

‘.S Hooper, Alan Licensed Practical Murse

..’@ Hooper, Jeff

..’@ Hooper, Steve Program Administrator 2

.’,Q Hooper, Steven Psych/Mr Murse

] [
Hooker, Benjamin

» Select the desired level of delegation for each folder option
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»
Delegate Permissions: Hooker, Benjamin @

This delegate has the following permissions

D Calendar [Editor (can read, create, and modify items) v]

Delegate receives copies of meeting-related messages sent to me

Tasks [Editor (can read, create, and modify items) v]

v
E\:q Inbox [None v]
5]

Contacts [None V]

Motes [None v]

DAutomaticalIy send a message to delegate summarizing these permissions

I:| Delegate can see my private items

[ QK l[ Cancel ]

|

> Click OK twice
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FAXING USING OUTLOOK

OVERVIEW

Below are the two methods for faxing from the Outlook\OWA accounts in Office 365. The
Simple Addressing Scheme only inserts the fax number you are sending to and your email
address on the cover sheet of the fax. If you require more information on the cover sheet such
as the recipient’s name, your phone number, company name, etc. then the RightFax Addressing

Scheme will provide that functionality.
Example:
Simple addressing scheme =

RightFax addressing scheme=

Simple Email Fax Addressing Scheme:

The Simple Email Fax Addressing scheme allows fax-bound email messages to be addressed

using a format that is similar to standard Email addressing - <fax number>@

Example:

To send a fax-bound Email message to the fax number 555-1212 with a domain of Send.fax,

the address format is:
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RightFax Addressing Scheme:

The RightFax addressing scheme allows a great deal of flexibility in how fax-bound email

messages are addressed.

Use these rules to address fax messages using the RightFax addressing scheme:

The first forward-slash encountered in the address indicates the beginning of the fax
destination information.

Each element of fax information (such as name and fax number) is separated by a
forward-slash.

Addressing elements can appear in any order (i.e., the fax number can come either
before or after the name).

Addressing elements cannot be separated by the RightFax mailbox address itself.

A fax recipient name and destination fax number are required. If either element is not
found, the message is discarded.

The last element of fax information must be terminated by either a forward-slash (/), an
‘@’ symbol, or the end of the line. This allows any character to be part of a fax

information element, including spaces.

The following table lists all fax destination elements supported by the RightFax addressing

scheme. Only the fax number and name elements are required. Except for the fax number, all of

these addressing elements are used only for display on the fax cover sheet.

Element Definition Example
/bil= Billing code 1 /bil=1111
/bi2= Billing code 2 [bi2=2222
[city= Recipient city, state [city=Tucson, AZ
/com=_| Recipient company name | /com=Acme, Inc.
[fax= Destination fax number [fax=555-1212

/name= Recipient name /name=Jane Doe

/voice= | Recipient voice number | /voice=555-4567

Examples:
/name=Jane/fax=555-1212/ <fax@oit.ohio.gov>
[fax=5551212/name=Jane/com=Acme/ <fax@oit.ohio.gov>
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OFFICE 365 MIGRATION TECHNICAL USER
TRAINING

Agency staff may already be familiar with Forefront Identity Manager (FIM), an identity
management software product designed to manage users' credentials and groupings
throughout the lifecycle of their membership of an enterprise system. Agencies that are currently

in the ID domain have been using the password reset tool for staff members’ account password

changes.

As part of your migration to OFFICE 365, FIM will be used for management, creation, and
changes of user accounts; therefore, it is necessary for designated Agency technical staff; i.e.,
those who administer user account groups, to attend training on the use of the FIM Portal:

Forefront Identity Manager, which does require IE for proper functionality.

There will be multiple sessions available for attendance and we encourage staff to attend at or

during your pilot phase as well as just prior to your scheduled velocity date.

OFFICE 365 FIM Portal Training Outline

User Creation and Portal Overview

User creation and synchronization

Logging into FIM Portal

Home page overview

Distribution Groups

Create new distribution groups

Create new manually populated distribution group

Manage users

Manage Owners and Co-Owners

Create Dynamic Distribution group

Manage Criteria

Manage Owners and Co-Owners

Finding your distribution groups

Advanced search functions

Modifying distribution groups

Manage users

Manage Owners and Co-Owners
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OFFICE 365 FIM Portal Training Outline ‘

Manage Criteria

Manage Owners and Co-Owners

Deleting distribution groups

Security Groups

Create new security groups

Create new manually populated security group

Manage users

Manage Owners and Co-Owners

Create Dynamic security group

Manage Criteria

Manage Owners and Co-Owners

Finding your security groups

Advanced search functions

Modifying security groups

Manage users

Manage Owners and Co-Owners

Manage Criteria

Manage Owners and Co-Owners

Deleting security groups

Managing User Accounts

Finding user accounts

Advanced search functions

Editing user information

Account Information

Enable new mailbox

Enable

Licensing

Licensing Office365 account

Assigning and removing full access permissions

Assigning and removing send-as permissions
Hiding mailbox from the GAL
Resource Accounts — Room, Equipment and shared mailboxes

Creating new resource account

Finding resource accounts
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OFFICE 365 FIM Portal Training Outline ‘

Advanced search functions

Editing resource accounts

Account Information

Assigning and removing full access permissions

Assigning and removing send-as permissions
Hiding mailbox from the GAL
Calendar options

Service Accounts

Creating new service account

Finding service accounts

Advanced search functions

Editing service accounts

Admin Accounts

Creating new admin account

Finding admin accounts

Advanced search functions

Editing admin accounts

Administrator Password Reset

Accessing password.ohio.gov/admin

Resetting a user or contractor account password

Resetting other and county worker passwords

Resetting admin and service account passwords

User Self-Service Password Reset

Accessing password registration site

Accessing password reset site
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MOBILE DEVICES

Agencies must confirm the list of Mobile Devices prior to migration and take steps to remediate

mobile devices after migrating from EM to ID and/or from ID to the Cloud.

MOBILE DEVICE SETUP FOR OFFICE 365

This document details the setup for iPhone and Android devices and is intended for IT Support

personnel.

Setting up Email on an iPhone if Using Active Sync

From the iPhone you are configuring;
» Select Mail, Contacts, Calendars

iCloud

Add Account

Fetch New Data

MAIL
Preview

Show To/Cc Label

Flag Style

» If necessary, Delete the current account

hE Deleting...

Mail Days to Sync
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To add a new account;

> Select Mail, Contact, Calendars

eeeee \erizon F 10:29 AM ¥ D+

Settings

A icioud

| — —

< n Mail, Contacts, Calendars
[ — ]
Notes

Reminders

&y Phone

| Messages

- FaceTime

@) Maps

- Compass

> Click Add Account

eesee Verizon 3G 8:35 AM -

¢ Settings Mail, Contacts, Calendars

ACCOUNTS

iCloud

< Add Account >

Fetch New Data
MAIL

Preview

Show To/Cc Label

Flag Style

» Select Exchange

esees Verizon 3G 8:35 AM -

£ Mail. Add Account

A iCloud

@8 Exchange

Google
YAHOOQ!
Aol.

@5 Outlook.com
I
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> Click Add Account

—

eecon Verizon F 10:40 AM 63% Iy

{ Settings Mail, Contacts, Calendars

ACCOUNTS

iCloud

active

Exchange ActiveSync

\ail, Contacts, Calendars, Reminders, Notes

QOutlook

Mail, Calendars

Add Account
| S—

» Enter the following information:
e Email — Enter your email address (e.g.:

e Password — Enter your SOUID (myohio.gov) password
» Choose Next

esescVorizon 3G 9:37 AM -
Cancel Exchange < Next >
Email

Password eeesesscse

Description Exchange

QIWIE|R|T|Y Ul I |O]P
AIS|DIFIGIH]JK]L
¢ ZXCVBNM®

.23 space return
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» Itis possible that you will receive the following AutoDiscover error:

Cannot Verify Server ldentity
The identity of
“autodiscover. ' cannot be
verified by Exchange.

OK

Note: You may be asked for more information in the Advanced Settings.

» Enter the following information as needed:

o If migrating from EM to ID:

Server mail.ohio.gov
Username Your
Password Your SOUID password

o If migrating from ID to the Cloud:

Server outlook.office365.com
Username Your
Password Your SOUID password

> Click Next

essec Verizon 3G 9:38 AM
Cancel Next

Email
Server outlook.office365.com

Domain
Username 18888088 id.ohio.gov

Password eessssseee

Description Exchange

Your device will search for the information needed to set up your account.
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» Go to the next step when your settings are found
» Select the features to synchronize with your mobile device
» Click Save

Note: By default, Mail, Contacts, and Calendar information are synchronized.

The iPhone configuration is complete.

Setting up Email on an Android if Using Active Sync

You can connect to your Office 365 on an Android phone or tablet. When you set up an
Exchange account on your Android, you will be able to access and synchronize your email,
calendar and contacts. If you only want to use email, you can set up POP or IMAP email on an
Android. If the current account information in not editable, you will need to delete the account

and re-add it.

Note: There are several different types of Android devices; therefore, these configuration steps
and example pictures are to be considered as a general guideline.

To add a new account from the Android you are configuring:

> Click the Email icon

& Tl (M a:03 pm

4 03

Voice Mail Email Browser  Play Store

3 e
EE e E
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This application may be named “Mail” on some versions of Android.

» Click the Mail or Corporate icon.

X & F il {9 4:05 PM

Account Setup

Choose an account to setup

R = =

Corporate /fahoo! Mail AOL Windows
Live

q &

Verizon Others
.net

» Enter the following account information:

¢ Email — Enter your email address (e.g.:

e Password — Enter your SOUID (myohio.gov) password
» Click Next

Some devices will ask you what type of account to set up.

A\ 4

» Choose Microsoft Exchange ActiveSync

@ "."-a '(a‘ 41??‘!' 78% Il ?E)? PM

< Add email account

What type of account?

POP3 account

IMAP account

S Microsoft Exchange ActiveSyﬂéz
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@ T il (7 4:36 Pm

Configure Exchange accountin a
few steps

Email address

Password

el
Show Pas;word

J Next

» Enter the following as needed:

» If migrating from EM to ID:

» If migrating from ID to the Cloud:

> Click Next

Server mail.ohio.gov
Username Your
Password Your SOUID password

Server outlook.office365.com
Username Your
Password Your SOUID password

& IF gl (1 410 PM

Username

10888888@id.ohio.gov

Enchange server

outlook.office365.com \

Use secure connection (S5L)
Accept all SSL certificates

Page 45

Version 2.3


mailto:SUID@id.ohio.gov
mailto:SUID@id.ohio.gov

Office of
Information Technology

Ohid)AS

Service - Support - Solutions

As soon as your phone verifies the server settings, the Account Options screen displays. The
options available depend on the version of Android on your device.

» Accept the default settings
» Click Next

a X & T 0 411 pm

Peak time schedule

Off-peak time schedule

Notify me when email arrives.
Sync email

Sync contacts

Sync calendar

> Click Done

Account
%
Your account is set up, and email is
on its way!
Give this account a name (Optional)

@das.ohio.gov
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A message appears, asking if you want to activate device administrator.

> Click Activate

a X & T ) 0 4:12PM

Reset password

Cancel

From the Sync and Connect screen;

» Click Done to complete the email setup and start using your account

a0 412Pm
%

Synchronize accounts

Your accounts

"

Corporate

Add account
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Managing Devices with Airwatch

The instructions below detail the steps for installing Airwatch on an iPhone. However, they can

also be used for installing Airwatch on an Android device; the steps are not significantly
different.

From the main screen;

» Select the App Store

s 8:07 AM -

800

DO OO

Passbook iTunes Store App chre,ﬂ’sahgs“g—
. 4

—

» Select the Search icon to look for the Airwatch MDM Agent in the App Store

eeeco Verizon F 1 8:25AM o W4 | | #2000 Verizon T 8:26 AM Lk

1Result @

Categories  Featured = || iSAEmetcmn gg

AirWatch MDM
Agent
AirWatct

K )
— i »
Horret
&L i
Lose It! - Giada: A sho
Weight Los. Sports Digital Weekly Life] Network %
2alth & F FREE Food & Drink  FRAY
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» Install the Airwatch MDM Agent using your existing Apple ID and password

®seco Verizon T 8:27 AM 24

. airwatch mdm agent 1 Result @

" 8 Airwatch MDM
\ Agent .| nsTALL
aw AirWatch, LLC

Apple ID Password

Status. Cancel
. Use Existing Apple ID
. Create New Apple ID
) MV I ER R i
MRS Cancel
Y ' Al S| D) (B @ [
By o o ZXCNVENM
:, i Q 4] space (@] returr

> Click Next

The Airwatch MDM Agent installs.

To Configure the Airwatch Application

» Open the Airwatch application.

eee00 Verizon T 8:32 AM 4 || seeoo verizon = 8:32 AM L

/. airwatch mdm agent 1 Result @ 1 airwatch mdm agent 1 Result @

AirWatch MDM 9 AirWatch MDM
'Y“ Agent = ' I a Agent [FoPEN
aw ERCENT ) aw RN

xk s (1) " 1

¥ Location ¥ Location >
R =1 b
1 Q 7 Q
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> Click “Continue without email address”

Welcome

1“ AirWatch MDM Agent

Please enter your work email address.

Email

Privacy Policy

Continue

In the Server text box;

» Enter the Server URL - mdm.ohio.gov

8:33 AM

Welcome

Please enter your work email address.

[Eman SSETISGE J

Server

Group ID

Continue
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If your Agency uses groups:

» Enter the appropriate Group ID

Welcome

{ Server mdm.chio.gov }

{ GroupID  dotiphonel J

Done

ofw|e|r|T|v]u]ifo]P]
Als|o|Flaln]fx]L
= HBA0000 -

Note: The steps below may vary by Agency

» Complete the end user enroliment

» Enter the end user’s Active Directory username and password

Note: iOS will try to autocorrect the end users account name. Double check the input.

Authenticate

]| ®*%c° Verizon T ¢ 8:34 AM -

& mdmadd.ohio.gov X

Et Enrolling Device
Enter your credentials to
authenticate your device. Authenticate ) Enroll >
: You will now be prompted to
Username begin installation of the
h enrollment configuration
3 profile.
Password
Tap Here if you are not prompted automatically.
Cancel Continue 5 = =,
o m O
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>

The device prompts you to enter the passcode of the device, after it is entered, the Profile

installation begins.

Install the MDM Profile

eeeco Verizon F 8:34 AM

Cancel Install Profile

Description

Enroliment
AirWatch
@ Verified

Enroliment Settings
*.awmdm.com

Nov 4, 2013

Signed
Received

Contains

More Details

Device enrollment challenge

Install Profile

Cancel

Installing this profile will change

settings on your iPhone.

Install Now

wee00 Varizon F

B:35 AM

Enter Passcode

-

Cancel

Enter your passcode

3 Contains

#8800 Verizon T

Description
Signed

Received

8:35 AM

Installing Profile

Enroliment
AirWatch
@ Verified

Enroliment Settings
*.awmdm.com
Nov 4, 2013

Device enroliment challenge

4}

®e800 Verizon F 8:35 AM -

Cancel Warning Install

MOBILE DEVICE MANAGEMENT

Installing this profile will allow the
administrator at “https://
mdmadd.ohio.gov/DeviceServices/
AppleMDM/Processor.aspx” to
remotely manage your iPhone.

The administrator may collect personal
data, add/remove accounts and
restrictions, list, install, and manage

i i More Details apps, and remotely erase data on your
4 5 8 iPhone.
GHI JKL MNO
7 9
PORS w WXYZ
0 X
The Profile installation is complete.
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sse00 Verizon T 8:36 AM 14

Profile Installed Done

MDM Profile/V_3
& Verified

Description  MDM Profile Settings
Signed “.awmdm.com
Received Nov 4, 2013

Contains Certificate
Mobile Device Management

More Details

» Enter security information

» Click OK to allow AirWatch to use your current location

“AirWatch” Would Like to Use
Your Current Location

Don't Allow OK
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For Agencies Using Blackberries

During the migration, the technical engineer will send a remote wipe command and inform you
of the time it was sent. If in the event the wipe command is not received (for example; bad
reception or low battery) the wipe will need to be initiated by the end users or by tier one

support.

On the device:

» Navigate to Options > Security > Security wipe

OR
» Visit the following video tutorial:
Note: Anything stored locally on the device will be lost.
In order to reactivate the device,
» View the following video:
Note: Your activation password will be your three letter Agency code (for example, DAS)

When the devices are re-activated on the ID system, the contacts from their Outlook client will

re-synch with the phone.
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EMAIL AND CALENDAR DELEGATES

You may be a delegate to someone else’s mailbox or calendar, or you may have a delegate for

your mailbox.

Delegates - Information before Migration

During the Office 365 email migration, mailbox owners and their delegates must be
migrated in the same wave.
For most Agencies, delegate permissions will migrate with the mailbox and do NOT have

to be reapplied.

ODOT, OBM and ODH

Delegate permissions for ODOT, OBM, and ODH users may NOT migrate. Before
migration, please make a note of your delegates and their permission levels. You may
then need to reapply them after migration.

ODOT, OBM, and ODH users with “Full Send As and Receive” permissions can only be
reapplied by IT support personnel. If you have a delegate with full access to your
mailbox or calendar, then those permissions should be noted. After migration, your IT
support personnel can work with OIT to reassign “Full Send As and Receive”
permissions.

If an ODOT, OBM, or ODH user creates a new profile, they will need to re-add the

mailbox to their profile.

Page 55

Version 2.3



Office of
Information Technology

Ohid)AS

Service - Support - Solutions

Delegate Permission Levels

A mailbox owner can determine the access level of each delegate. Delegate permissions can be
granted to read, create, change and delete items in the owner’s folder. By default, when the
mailbox owner adds a delegate, the delegate has full access to the owner’s Calendar and Tasks

folders. The delegate can also respond to meeting requests on the owner’s behalf.
The mailbox owner can assign delegate permission levels as follows:

¢ Reviewer - The delegate can read items in the manager's folder.

¢ Author - The delegate can read, create, change and delete items that he or she creates.
For example, a delegate can create task requests and meeting requests directly in the
manager's Task or Calendar folder and then send the item on the manager's behalf.

e Editor - The delegate can do everything that an Author has permission to do and may
also change and delete the items that the manager created.

e Full Send As and Receive — The delegate can send emails and meeting invitations as

the mailbox owner. Emails are NOT sent on behalf of the owner, but as the owner.

Note: Only Outlook Administrators can assign Full Send As and Receive permissions.

Finding a Mailbox Delegate and Permission Level -
(ODOT, ODH and OBM)

ODOT, ODH and OBM users must make a note of their delegates. To view your delegates and

their permission levels, perform the following steps in Outlook.

Select the File tab

Select Account Settings

Select Delegate Access

Choose the name of the delegate
Select Permissions

Note the permission level assigned to the delegate

YV V V V V VYV V

Continue until you have recorded all of your delegates and their permission levels.

Note: If a delegate is to receive copies of your meeting requests and responses, they
need “Editor” permission to your “Calendar” folder. Be sure to select the “Delegate receives
copies of meeting-related messages sent to me” check box.
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Adding Delegates after Migration

(ODOT, ODH and OBM)

After migration to the cloud, ODOT, ODH and OBM need to verify that their delegate
permissions migrated to the cloud. If permissions did not migrate, follow the steps below to add

the needed delegates.

Select the File tab
Select Account Settings
Select Delegate Access
Select Add

Key the name of the delegate or search for the name in the search results list

YV V V V V

Note: The delegate must be a person in your organization's Global Address List.

» Select Add
» Select OK
» Inthe “Delegate Permissions” dialog box, accept the default permission settings or

select custom access levels for Exchange folders

If a delegate needs permission to work with meeting requests and responses ONLY, the default
permission settings are sufficient. You can leave the Inbox permission setting at “None”.

Meeting requests and responses will go directly to the delegate's Inbox.

By default, the delegate is granted "Editor" permission to your Calendar folder. When the
delegate responds to a meeting on your behalf, it is automatically added to your

Calendar folder.
To send a message to notify the delegate of the changed permissions;

> Select the “Automatically send a message to delegate summarizing these

permissions” check box.

Note: An option to have the Delegate see private items is available via a checkbox.
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AUTODISCOVER DNS RECORDS

During the Office 365 migration, it is important for Agencies who manage their own Domain
Name System (DNS) to ensure proper name resolution to the mail server(s) responsible for

accepting and prioritizing mail delivery.

The AutoDiscover service provides an easy way for the Outlook client application to configure
itself with minimal user input. AutoDiscover will communicate with the server retrieving the

necessary user account information allowing the client to be quickly configured.

If AutoDiscover is hot set up correctly, manually created mailboxes using the Outlook client will

not work after migrating to Office 365.

Note: Do NOT input this change until the weekend of your scheduled migration!

Within your DNS forward lookup zone, create the following record type:

SRV Record - With the following Settings:

Domain: yourdomain.ohio.gov

Senvice: _autodiscover

Protocol: _icp

Priority: 0

Weight: 0

Fort Mumber: 443

Host Offering this sevice: mail.ohio.gov

From the DNS mmoc;

» Right-click the forward lookup zone

» Choose “Other New Records...”
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Update Server Data File
Reload

MNew Host (A or AAAR)...
New Alias (CNAME)...

Mew Mail Bxchanger (MX])...

New Domain...

Mew Delegation...
Other New Records,

All Tasks
View
Delete

Refresh
Export List...

Properties

Help

» Choose Service Location (SRV)
» Click Create Record...

-

Resource Record Type

Select a resource record type:

T L T

M=l

Text lfl'?ﬂ'j\

¥

Responsible Person (RF)

Service Location (SRV)

Well Known Services (WKS)

Description:

Andrew File System Database (AFSDB) server record. Indicates the -«
location of either of the following standard server subtypes: an AFS
volume location (cell database) server or a Distributed Computing
Environment (DCE) authenticated name server. Also, supports

other user-defined server subtypes that use the AFSDE resource
record format. (RFC 1183)

< CreateF‘.emrd...J) Cancel

N —
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Mew Resource Record ﬁ

Service Location (SRV) |

Daomain:

Service: -
Protocol: -
Pricrity: 0

Weight: a

Port number:

Host offering this service:

[] Allow any authenticated user to update all DNS records with the same
name, Thiz setting applies only to DMS records for a new name.

I

Ok ancel Help

» Enter the settings shown above
» Click OK

Note: If your Agency’s DNS is managed by OIT, please inform your lead OIT Exchange
Administrator so that they can submit this change to the CSC on your behalf.
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Allowing AutoDiscover

Once AutoDisover is in place, users may receive the following notifications once they open

Outlook and log into their email accounts:

E—
Security Alert 2
?r?ﬁ
:". Information you exchange with this site cannot be viewed
or changed by others. However, there is a problem with
the site's security certificate.
+" The security certificate is from a trusted certifying
authority.
» The security certificate date is valid.
2 The name on the security certificate is invalid or does not
match the name of the site.
Do you want to proceed?
Yes No | | view Certificate..
» Click Yes

L Allow this website to configure
_LJ dreamweaver.workshop@oucs.ox.ac.uk server settings?

Your account was redirected to this website for settings.
¥ou should only allow settings from sources you know and trust,

@;un't ask me about this website again:

— ——
coet_|

» Click to add a checkmark in the “Don’t ask me about this website again”

> Choose Allow

To learn how to suppress this pop-up, please reference the following knowledge base article:
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ADFS AUTHENTICATION TESTING

The ADFS Authentication Test requires IE9 or greater.

» Open Internet Explorer
» Proceed to the following link: https://adfs.ohio.qgov/adfs/Is/IdplInitiatedSignon.aspx
» Click on “Sign in”

OhiDAS| 77 . 7ty

You are not signed in. Sign in to this site.

» Enter your ID and password using the following format:

ID SOUID@id.ohio.gov
Password | SOUID password

Note: Your State of Ohio User ID (SOUID), formerly known as OAKS ID, is an 8-digit number.

If you can successfully log on, then the ADFS Authentication test was successful.
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OFFICE 365 - ARCHIVE & RETENTION
POLICIES AND SCHEDULES

ARCHIVE & RETENTION POLICIES

Archive and retention policies can be applied at the Agency level or by users for their mailbox.

Agency archive and retention policies in OIT's Exchange environment will migrate to the cloud.
These policies will be disabled the first 30 days in the cloud to allow for verification that all data
planned to be migrated has been migrated. After 30 days, the Archive and Retention policies

will be re-enabled.

Individuals may have created personal archive and retention schedules. These personal archive

and retention settings will not migrate.

RECREATE POLICIES

An Agency may choose to have their current policies recreated in the cloud. The pre-migration

checklist will allow you to select this option.

CREATE NEW POLICIES

Agencies that do not currently have archiving turned on may do so after migration. To learn

more about archive and retention schedules for Ohio, see the next section.

ARCHIVE AND RETENTION SCHEDULES

The State maintains a General Schedule List of archive and retention policies for statewide

compliance. In addition, Agencies and commissions may have Agency-specific schedules.

To view or research state schedules - http://apps.das.ohio.gov/rims/default/Default.asp

At the Records Management page;

» Choose the “Public enter here for General Schedules or Search” link on the left side of

the Records Management screen.
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» Contact DAS to log into the site with an account and password

Ohio Government Records Database

Records Management

At the State of Ohio Records Management page:

> Click on the “General Schedule List”

State of Ohio Records Management

Welcomel

Pinass make 5 safection from bake:

» View Agency specific schedules or all statewide schedules by category

General Schedules
Classification: —List all General- -
Series Number Title —List all Genrl_ .

General Administration Records
GAR-PP-01 Directives, Personnel Records

Fiscal Records
GAR-PP-02 Departmen Information Technology Records Ubl']
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TERMS AND DESCRIPTION FOR OFFICE 365

AGENCY WHITE GLOVE LIST

The White Glove List is a list of users who the Agency needs to treat differently than other email
users. These individuals will get special attention throughout the migration, ensuring their email
capability is always working. In most cases, the White Glove List is the executive team and
potentially their administrative assistants. A few Agencies have included their Service Desk staff

and key technical staff necessary. Agencies identify and supply the White Glove List.

DO NOT MIGRATE LIST

In the event you have an application that does not use SMTP or Relay and you cannot
remediate in time for migration, please notify us with the list of mailboxes prior so we can put

them on a “Do Not Migrate” list. There are no other reasons for leaving a mailbox behind.

IN-PLACE HOLD VS. LITIGATION HOLD

When a reasonable expectation of litigation exists, Agencies may be required to preserve email
that is relevant to the case. There are two options that can be used to specify the type of “hold”

that needed to apply to your Agency’s mailboxes:

e Litigation Hold - Only allows the entire mailbox to be placed on hold with a specified
duration period to hold items. The duration is calculated from the date a mailbox item is
received or created. If a duration is not set, items are held indefinitely or until the hold is
removed.

¢ In-Place Hold - Provides a more granular hold capability. The hold can be based on

guery parameters with the ability to place multiple holds on one mailbox.

Example Scenarios:
If a mailbox is placed on one or more In-Place Hold AND on Litigation Hold (without a duration

period) at the same time, all items are held indefinitely or until the holds are removed

If Litigation Hold is removed and the user is still placed on one or more In-Place Hold(s), items

matching the In-Place Hold criteria are held for the period specified in the hold settings.
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When migrating a mailbox that is on Litigation Hold from one server environment to another (in
this case from EM to ID and/or from ID to the Cloud), the Litigation Hold setting continues to

apply, ensuring that compliance requirements are met during Licensing Types.

All licensing requirements have been contracted through an Enterprise Agreement. There are
two types of licenses used with Office 365 email to the cloud:
¢ Full license that allows a user to use the product locally and remotely to its fullest extent.
e Light license facilitating a casual user access to email through a Kiosk arrangement.

This is essentially a share environment facilitating casual user use at a very low cost.

The Agency determines who is a full function or kiosk account. DAS has acquired enough
licenses to accommodate both. The difference from an Agency perspective is the enterprise

charge back cost for either type.

EMAIL APPLICATION ASSESSMENT

Fully explained below, each Agency must evaluate their applications incorporating email within

the applications. The Office 365 dependencies are described below.

EMAIL APPLICATIONS DEPENDENCIES

Agencies using Relay (SMTP — Simple Message Transfer Protocol) are good to go for email
migration to Office 365 in the cloud. The address that is in use today is not changing or going
away. Any application that uses any other transfer mechanism must be remediated prior to
moving email to the cloud.
Example:
o Does it log-in to the mail system using credentials?
e Does it use EWS (Exchange Web Services)?
e Does it use POP or IMAP? (POP and IMAP are not supported as they are unsecure,
need to use SPOP and SIMAP)
e Should there be insufficient time to remediate prior to the scheduled date for your
Agency migration; the application can be left behind in the EM Domain. However, prior
to allowing the Agency to migrate email to the cloud, we need realistic dates and

commitment when the application(s) will be remediated.
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ENCRYPTION POLICY AND PRODUCT USE

e ZIX will remain the Encryption Policy of use minimally through July 2015.

¢ The current Microsoft offering cannot be effectively administered in its current state.

e Microsoft is actively enhancing the encryption rules and management strategy of those
rules. The State of Ohio will deploy the Microsoft encryption tool, once the

enhancements fulfill the State of Ohio’s requirements.

SEND AS / SEND ON BEHALF

There has been confusion around the Send As function vs. the Send on Behalf function.

e Send As: DAS can set a server setting that allows someone to send email as a specific
individual. The recipient would not know that the email was actually sent by someone
different than the name on the email.

e Send of Behalf: In this instance, it is very clear that the sender is acting on behalf of or
sending something for that named individual in the email. The recipient would recognize
that the email came from a sender of a different name, but on behalf of another
individual.

DISTRIBUTION GROUPS

e Distribution Groups — Distribution groups are used to define who should be included in
group messages. They are primarily used with email applications to send email to
collections of users. Distribution groups are NOT security enabled.

e Security Groups — Security groups are used to control access to resources. For
example, an administrator can create a security group to grant a group of people access
to a Shared Calendar or Resource Calendar.

¢ Mail Enabled Security Groups — Mail enabled security groups are used to disseminate
information to all the members within a security group. For example, a group of technical
staff requiring elevated privileges to specific servers also need to receive information
regarding server outages.

Note: Agencies should be aware of the Distribution Groups that are being used as well as how
they are being used. Any Distribution Group that is being used for setting permissions to shared
resources will need to be converted to a Security Group.
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DISPLAY NAMES

Once an account migrates to ID or O365, the user account information is directly tied to the
OAKS payroll system thereby pulling those attributes into the email system. What does this
mean to the user? If a user’s given name is different than what the current email address
displays then there will be a Display Name change required. Display Names can be changed in

the FIM tool and this task can be performed by the agency’s IT Staff.

TSRS ,
E [~
FREE/BUSY

After an account migrates to 0365 there will be some calendar viewing changes. In 0365, the

default calendar permission is set to Free/Busy for all accounts.

Busy -
Tentative
Busy
. 2@ Busy
Calendar Properties = ———
Tentative
| General | Home Page I Autohrchive | Permissions | Synchronization Busy Busy
Busy
MName Permission Level i S
Tentative
Default Free/Busy time
Busy
Busy
Busy [~
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If you previously had granted specific calendar viewing permissions to other users, those same
permissions should apply; however, accounts that still reside in the on-premises solution may

not be able to access the data and vice versa.
PASSWORD EXPIRATION EMAILS

If you receive a message titled: “Please change your State of Ohio User ID password” that looks like the
displayed message, it is a legitimate message and is a new feature within our Identity Management and
Cloud systems. These messages are auto-generated when passwords are within 14, 7, 5, 3 and 1 day(s)
of expiration. When you receive these messages, it is highly recommend that you change your password
as soon as possible. If your password does expire, you will be locked out of your email. Please also be
aware that when you change it, you may need to log out of your email client so that it will prompt you

for your new password.

If you have a state-owned iPhone, you will also need to change your email password under

Settings—>Mail, Contacts, and Calendars—> Exchange ActiveSync.

From: DAS|dentifyServics <5 >
Date: Decembser 11, 2014 at 1:01:30 AM EST

To: "Lastname, Firstname™ <firstname. lastname@domain. ohio.gov
Subject: Please change your 5tate of Chio User 1D password
“fouwr “State of Dhio User |D® Password is expining in 5 days. Your “State of Ohie User 107 is: {|DV000KX)

The following Password Change/Resst instructions allow you to change your password quickhy and easily by either;,
1. Registerning for our seli-service faature at:
OoR

2. Visiting:

Password Instructions
- Passwords must be complex

- Passwords must contain characters from the following categories:
o Base 10 digits {0 — 5)

o Mon-alphanumeric, such as; |

o English uppercase or lbowercase (A/a — £iz)
o Must be 3 minimum of & characters

- Mo reuse of the last five passwords associated with acoount
- A security action is triggered after five password attempts

- S0-day expiration period

Maore information about password securnity can be found at:

7

Thank you,
|dentity Services Team | Office of Information Technolegy | Ohio Department of Administrative Services
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LOGON CREDENTIAL CHANGES FOR EM
DOMAIN USERS

For Agencies that are currently in the EM Domain, it is important to start communicating logon

credential changes that will go into effect once accounts are migrated to OFFICE 365
Below is an example of a potential communication:
» Know your State of Ohio User ID (SOUID)

Note: SOUID = State of Ohio User ID = MYOHIO.GOV ID

» Be sure your State of Ohio User ID password is current. If you have received notice that

your password needs to be reset, make and test the change before migration.

ID SOUID@id.ohio.gov

Password SOUID password

Example | 10010100@id.ohio.gov
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OFFICE 365 CHANGING YOUR PASSWORD

Access to your email account is tied directly to your State of Ohio User ID (SOUID). It is very
important that you remember your SOUID and that you properly maintain your OAKS account
information. The first time use of a SOUID password must be set up by the OAKS Helpdesk at
614.644.6625 or 1.888.0hioOAK (1.888.644.6625).

Once you have logged into your OAKS account for the first time, it is best practice to
immediately set up at least two primary email addresses and to create your Forgotten Password

guestion.

ESTABLISHING PRIMARY EMAIL ADDRESS

Access the myOhio.gov website at: myOhio.gov

>
» Enter your SOUID and password when prompted
» Select My Info

>

Select Email Addresses

h |@ https://myohio.oaks.ohio.gov/psp/PA

Home Myinfow Time & Money W  Health & B

*  Summany
Welcon -  Phone Numbers

o peeeae—mlas

QG cnesses 3

= oMmoTEas Preference
* Name Change

* Emergency Contacts

myOhio Account Settings

+ Setup Forgot Password Question |
+ Manage Mews Subscriptions

+ Account Password

» Enter at least two email addresses and mark them both as Primary accounts.
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Email Addresses

User ID: 10063122

Primary Email

P Email Type
& Busziness -
[@] Home -
OK Cancel

» Click OK to save

Note: In the event that you must use the “Forgot Password” link on the homepage, OAKS must
be able to send a temporary password to an account other than your work address:

State of Ohio User ID Sign In

Password:
| |

myChio and OAKS are a State of Ohio computer
system, which may be accessed and used only for
official state business by authorized personnel.
Inauthorized access or use of this computer system
may subject violators to criminal, civil, andfor
administrative action. y

Forgot Password )Contact Info _I-f':

The following “Change or Set Up Forgotten Password Help” and “Changing My Password”
instructions are available at http://myohio.gov.
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u
@hlo Employee Self Service |My Info

Change or Set Up Forgotten Password Help

The Forgotten Password feature enables the system to verify a user's authenticity when requesting a
new password. If the user enters the appropriate response, then the system automatically emails a new
password.

Wisit http://myohio.gov. Enter your User ID and Password and click Sign In.
Step 1
For User ID and Password assistance please contact 1-800-409-1205, Option 1.

My Infc ¥ Time & Money ¥ Health & H
Sumnmary
Phone Mumbars
Horme and Mailing Address

Move your cursor over the My Info tab »

in the top toolbar after logging in. - I
Step 2

Select Setup Forgotten Password .

Question from the drop-down list.

Communications Preferance

Mame Change

Emerasncy Contacs

myOhio Aecount Settings

- I ) ti

» [Manage Mews Subscrptions
Account Password

Set Up Forgotten Password Question
In the_QUESﬁon bO}(, selecta Ity FoToet your pESSWDTH, you cBN have 3 new password emailed 1o you
qLIEStIOﬂ. Select 2 question, enter you; onsa below, & click Save.

CrpesTiomn: What is your f

Step 3 In the Response box, enter the
Expec‘ted answer., Salect from the st of questons.
Responge: PYEE
Then click Save.
Save Raturn to Home

The system will now automatically Save Confirmation
email a new password when the

Step 4 current one is forgotten and you would
like to reset it without contacting the
helpdesk.

t/ Your changes have been szved successiully

For additional support, contact HR Customer Service at 1-300-409-1205, Option 2. 1|Page
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®hio

Employee Self Service |Password Change

Changing My Password

Visit hitp:i/mvohio.gov. Enter your User ID and Password and click Sign In.

Step 1
For User ID and Password assistance please contact 1-800-409-1205, Option 1.
= Summary
= Phone Humbers
Move your cursor over the My Info tab  « Hame and Mailing Address
= E F =  Email Addresses
Step 2 e I A S Ty T » Communications Preference
= Mame Ch
Select Account Password from the . %‘ qen ;an__-»jmmg
B myOhio Account Settings
- ip For word { o
= Manpage News Subscnptions
= Account Password
Enter your current password in the Chanage Password
Current Password field. 9
User ID- 10084708
In the New Password field, enter the Description: CLARE A RUBADUE
new password.
. o t Passwont |-_- - o
< Confirm the new password by entering T = E ==
it again in the Confirm Password *Haw Password: |
ﬁEId *Condinm Password: |
Click Change Password to submit S
your change.
Your password has been changed.
P J Password Saved
Click OK to return to the change ’/
pﬂSSWOFd home page. Your password has suctessiully been changad
Step 4 Note: For existing users your

password will automatically expire
after 90 days. You must then reset
your Password to a new one not used
before.

For additional support, contact HR Customer Service at 1-800-409-1205, Option 2.
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MIGRATING FROM EM TO IDENTITY USER
EXPERIENCE

On the first day of your agency’s EM to ID migration mailbox users will likely experience the

following popups and will need to follow these steps in order to have minimal impact and

successfully log into their accounts.

On Day 1 of your migration:
» Log into your outlook client with your pre-migration credentials
( , or ODNNT\firstname.lastname)

Once logged in you will see a similar pop-up:
» Ensure that you select “Don’t ask me about this website again” and select Allow

Microsoft Office Qutlook .

Allow this website to configure user@emailcompany.org server
settings?

1,

T

https: //secure.autodiscover.emailsrvr .comfautodiscover fautodiscover, xmi

Your account was redirected to this website for settings.
You should only allow settings from sources you know and trust,

@me about this w@
—
Allow j} Cancel

Next you will see the following pop up.
» Select OK

Microsoft Outlook

i P b The Microsoft Exchange adrministrator has made a change that requires
Nl you quit and restart Outlook,

-
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To close out of Outlook;
» Select File
» Select Exit
» Re-open Outlook

You should see a Windows Credential Dialog Box pop up.

» Enter your new Outlook credentials: SOUID@id.ohio.gov along with your myohio.gov

password.

Microsoft Qutlook
Ceonnecting to

| U=er name

| Password

[] Remember my credentials

| | cancel |

Note: You can check the “Remember my credentials” box in order for Outlook to store your
password.

Once you enter your credentials;

» Verify that you are connected by looking in your status bar.

You may see either of the following statuses:

OMLINE WITH: MICROSOFT EXCHAMNGE I =

THIS FOLDERIS UP TO DATE. CONMECTED TO: MICROSOFT EXCHAMNGE L E

If for any reason your account will not authenticate, follow these troubleshooting steps prior to

contacting your agency’s helpdesk.
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>
>

Verify that your password is correct by logging into the website

Log into the Outlook Web App (OWA) at and verify that you can
access your mail from the server

If an OWA error occurs, such as “no user found,” try to log onto the old Outlook Web

App page at using your old credentials:

OR

This will test whether your account successfully migrated

>

Contact your agency’s help desk for further assistance

ADVANCED TROUBLESHOOTING FOR AGENCY
HELP DESK

Mailbox Repair

YV V. V V V

>

Close Outlook completely by going to File > Exit

Open the Control Panel

Select the Mail (or Mail32bit) icon

Click on Email Accounts

Select the email account with the user’s primary SMTP address
Click the Repair button

The repair will find the account using Auto-Discover and then prompt you for credentials.

If the account is not found:;

>

YV V V V

Proceed to New Profile Setup below

Enter the credentials (using the user’s actual SOUID)
Click Next

Click Finish

Enter the credentials once again ( )

New Profile Setup

>
>

Close Outlook completely by going to File > Exit
Open the Control Panel
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Select the Mail (or Mail32bit) icon

Click on Show Profiles

Remove any previous profiles if necessary
Click Add

Create a profile name. A name such as “Outlook365”

YV V. V VYV V V

Enter the user’s email address and Account name (Lastname, Firstname)
» Click Next
The account will be found using AutoDiscover
» Once found it will prompt you for credentials.
» Enter your
» Click Next
» Click Finished

If these steps are not successful, please contact your lead migration engineer.
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OUTLOOK AUTO-COMPLETE CACHING

After a mailbox migration it is possible that a user will receive non-deliverable mail item
messages after attempting to send or to respond to an email address that has been cached.
This can be fixed one at a time or it can be fixed by completely emptying the Auto-Complete

Cache.

Removing One Cached Address at a Time:

From a new mail message;
» Key the recipient’'s name in the To field

» Allow the Auto-Complete list to pop up

To... haol I

Hooker, Benjamin <Ben.Hooker@das.ohio.gov> X I

From there, press the down arrow key and then DELETE or click the X to the right of the name

that you want to remove.

This step will allow you to remove a single item that is no longer needed or is not properly

working.

Emptying the Entire Auto-Complete Cache:

From your Outlook mailbox;
» Select File
» Select Options
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In the Options Dialog box;
» Navigate to the Mail setting on the left-hand side
» Scroll down to the Send Messages section
» Click the Empty Auto-Complete List button

Otk Dptions Y

Ermgay dasto-{ oeripiete Laz

Manage Ml Tgs opbo €, you iy et & when and hevw 10

ER{ ™
L] dw-n e Ml Tips r.v | h h ull:s cwlh BT Optioen.

" Delreeey dee raad recespts P previde donfemnateens that meisages wire sutcessfully received. Net
< em.ne s and applicstions suj ;;eru: g recesp
Fed il ireessages 368, Fequeit

0K Cancel

Once this step is complete you will need to select names from the address book or type the

whole email address to address a message. It will then begin to re-populate the list.

Note: if you choose to empty the entire Auto-Complete List, it will clear ALL of the items in your
cache. If you do not have commonly used external addresses saved as contacts, these
addresses will be deleted.

An alternate way to empty the cache is to start Outlook at the command line:
Start > Run > type outlook.exe /cleanautocompletecache and click Enter.

On Outlook startup, it will be loaded without cached entries. (Be sure that there is a space

between the .exe and the /)

= Run E

== Typethe name of a program, folder, document, or Internet
rescurce, and Windows will open it for you,

Open: putlook.exe /cleanautocompletecache -

[ oK H Cancel H Browse...
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EMPLOYEE ONBOARDING, OFFBOARDING
AND TRANSFERS

Technical procedures for Agency onboarding, offboarding and transfers are discussed in depth

in the FIM Portal Training seminar and refresher course.

The following memos and flowchart are included to provide basic information and guidance for

email when employees are transferring between Agencies.

Page 81

Version 2.3



Office of
Information Technology

Ohid)AS

Service - Support - Solutions

EMPLOYEE INTER-AGENCY TRANSFER

Chio Department of Administrative Services

Memorandum
OhiddAS

To: Al Human Resources Administrators, Payroll Personnel, ClOs and IT Staff of Agencies,
Boards and Commissions

From:  Kevin Milstead, Assistant Deputy Director, DAS Human Resources Division
Spencer Wood, Chief Operating Officer, DAS Infrastructure Services Division

Date: August 13, 2014
Re: Employee Inter-agency Transfer Gudance

The purpose of this memorandum is to provide guidance on how to efficiently transfer
employees between agencies.

When OAKS HCM went live in December 2006, agencies were instructed to transfer
employees after the final payroll had been completed by the releasing agency. Following
this process, the receiving agency does not have access to the employee’s job data record
until the transfer has been completed.

New HCM process for transfers

In order for transferring employees to have access (e.g., nefwork, email account, OAKS
HCM, OAKS FIN, etc.) on their first day at their new agency, DAS HRD is recommending
agencies coordinate the completion of the employee transfer in OAKS HCM no later than
the employee’s last date worked at the releasing agency. As the Office of Information
Technology (CIT) continues to expand the use of HCM data, this revised process will
provide expanded services to employees in a quicker and more efficient manner.

New e-mail setup process for transfers

The transfer of employee email accounts is one of the IT services that is dependent on
accurate HCM data. Attached is a workflow that depicts the new e-mail process for
agencies when an employee transfers to a different agency. This process will be
communicated to relevant IT personnel to ensure a 48-hour turn around for the creation of
new email account.

Should you need assistance in processing the final payroll for an employee who has
transferred from your agency, please contact your DAS HRD Payroll Support Specialist.
Your Payroll Support Specialist will be able to approve or modify time based on your written
reguest and can provide any documents {(e.g., screenshots of paychecks, timesheets, etc.)
you will need for your agency's records.

If you have any questions or concerns regarding this revised process, please confact Kevin
Milstead at 614.466.0767.
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EMAIL PROCESS FLOW FOR TRANSFERRING

EMPLOYEES

Email Process Flow for Transferring Employees

DAS DIT Exchange team
recetves transfer fram DAKS

|

A5 DIT Exchange team sends
notification ta transferring
agency regarding user mailbox
to be dsabled*

mes transferring agency
wish to retain access 1o
ser's old mailbox bow®

Disable current mailbax

Create Mew LUser Resaurce
mallbox

Tranferring agency provided
access o old emall box

Create new mailbox

Dizable current mailboy

J| Create new mailbox

* Notification sent to transferring employee
supervisor/manager and Agency Exchange technical
countarpart.

*#* Request to retain user's old mailbox sent from
transferring agency employee supervisor/manager
and/or Agency Exchange technical counterpart.
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EMPLOYEE INTER-AGENCY TRANSFER GUIDE
FOLLOW-UP

Ohio Department of Administrative Services

R s, o Memorandum
Ohi®dAS

To: ClIOs and IT Staff of Agencies, Boards and Commissions
From: Spencer Wood, Chief Operating Officer

Date: August 14, 2014

Subject Employee Transfer Process and E-Mail

Employee Transfer Process

On August 14, 2014, the Human Resources Division and the Office of Information
Technology sent a message explaining the newly streamlined Employee Transfer process.
The new process ensures that transferring agencies retain the mailbox of the

transferring/separating employee and also ensures a 48-hour email creation turnaround time
for the employee’s new agency. This new e-mail process includes:

« Disabling an employee’s old email account at the former agency.
s Transferring of the OAKS employee ID to the new agency.
« Creating an email account at the new agency.

Currently, an email transfer request must be submitted to the DAS Exchange team to
disable and/or enable an account; however, future plans include automating the process so
employees will have email as soon as they transfer to the new agency.

To ensure that the process flows smoothly, the following information will be sent to the
transferring employee’s agency Exchange technical contact and employee’s supervisor

and/or manager prior to the employee’s departure. A response to csc@ohio.gov to access
the old mailbox, after the employee departs, will be required.

On Insert Date, Employee name is transferring to insert new agency name. DAS/OIT

Exchange team is scheduled to disable the employee's current mailbox on insert date at
insert time.

If there is a need to access the employee’s old mailbox, contact the DAS/QIT Customer Service
Center (CSC) at csci@ohio.gov or 614.644-6860 or 877.644.6860. The DAS Exchange team
will assist the transferring agency in accessing the old mailbox, per the request.
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SLA FOR INCIDENT AND PROBLEM
MANAGEMENT

Ohid?

salution:

SLA for Incident and Problem Management

Service
Priority Characteristics Resolution
Target
» Critical systermn, network or key application outage (orimminent
1 outage)with critical impact on service delivery
Severe * Total loss of production service to entire State
Business * |Impacts one or more service level commitments 4 Hours
Impact ¥* Revenue ordelivery schedule impact
*  Hourly communication updates
* Key component, application, critical State machine or network is
down, degraded orunusable
M 2 » Potential critical impact on service delivery
Bus?:;;s *  Service performance degradation; service delivery impacted 24 Hours
» Partial State set affected
Impact ) ) o
» Twice a day (morning and afternoon) communication orwhen
thereis a change in status
»* A component, minor application or procedure is down, unusablear
difficuttto use
» Some operational impact, but no immediate impact on service
3 delivery
Minor »  Service outage but alternative workaround available 3D
Business * Incidentsthat degrade service but do not prevent delivery of ays
Impact service
» Potential exposure to ability to deliver service or scattered State
users affected
* Daily communication with the customer
* A componentor procedure, notcritical to the State, is unusable
L 4 * Alternativeis available; deferred maintenance is acceptable
MIHI:"Ial or » Moimpactioservice 7D
Busi:ess * Mo production affected ays
» Individual State user affected
Impact T
» Communication with customer every other day

Note: Incident response time to communicate with the customer is 15 minutes.

Customer Service Center
CSC@ohio.gov
(614) 6446860 or (877) 644-6860
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ESCALATION PROCEDURES

Begin
Escalation

CSsC

877.644.6860

Duty Manager
614.902.4125

Administrator
614.902.4124

Spencer Wood
614.644.9245
Escalation Procedures
Timeframe Customer o
» Create Incidentticket
Within 15 minutes of | Report an Incidentta |4 Identify Incident Priarity
rec?-:g:iﬁ;?izlgent the CDJIFT ﬁgg;'caaﬁma” #» Route Incidentticketto service owner(s)
P #»  Motify Customer of Incidentticket and reference number
Prior ta the resolution ) » TheOIT service manager will be notified thatthe SLA is
SLA breach the The customer will about to be breached. Incidentticket updates are
Incident Ticket will be receive an update required or escalation will continue
automatically communication from R )
escalated to the the OIT CSC TheOIT CSC will provide the customer an update of
service manager resolution activities
After the resolution . i
SLA breach, the The customer will > The.C!IT CSC escalates the Incidentto QIT leadership
Incident Ticketwill be |  receive an update advisingthatthe SLA has been breached
automatically communication frem |* TheQIT CSC will providethe customer an update of the
escalated to OIT the OIT C5C resalution activities
leadership
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PILOT ACTIVITIES AGENCY - POC EMAIL
COMMUNICATION

In the days before your pilot of Outlook 365, please create and supply OIT with your list of pilot

users including name, email address, and SOUID

» Communicate to your pilot group regarding their user experience:
» You will have a new way to log into your email account

» Confirm Checklist items completion

OFFICE 365 Agency Engagement Pilot
Recommendations, Requirements, Activities, User
Acceptance Tests Expectations and Potential
Agency Testers

PILOT

e An Office 365 Pilot is scheduled 3 or 4 weeks prior to the Velocity Date for email
migration to the cloud. The 3 or 4 weeks out is entirely dependent on whether itisa 1 or
2 week pilot. We collectively arrive at which time interval is appropriate for your Agency.

e Once the pilot is completed, there is always a week hiatus prior to the actual Velocity
date, primarily to clean up any discovered issues.

e The intention of the pilot is to exercise Office 365 in the cloud as your Agency uses email
today with the expressed intent of surfacing any issues germane to your Agency’s use.

e Pilot participants selection should represent a cross section of diverse users, reflective of
how your Agency uses mail. This diversity also drives the number of participants.
Agencies have selected as few as 10 to as many as 50.

e Itis very important that if you pick an executive, that you also have that person’s
administrative assistant participate. If one or the other is left in the existing domain,

he/she will not be able to view the other user’s calendar.
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PILOT GO LIVE CHECKLIST

PILOT GO LIVE CHECKLIST

] All accounts on the Pilot User List have been migrated

L All Pilot User Mailboxes have active licenses

L All Pilot User Client Mailboxes are activated and connected

] All [AgencyName] technical support employees have received training in FIM Portal and

have the proper permissions

PILOT WEEK CHECKLIST

] All Pilot User accounts have been signed into and are being used

Ll Pilot members have completed UAT to the satisfaction of the [AgencyName]
] OIT and [AgencyName] have identified and remediated Pilot migration issues
U All Pilot Users with Mobile Devices have activated devices

Ll There are no roadblocks hindering [AgencyName] from moving forward

AGREEMENT

We, AgencyName, agree that all Pilot Checklist Activities have been completed and we agree
that both OIT and [AgencyName] are ready to move forward to the next step [VELOCITY] in
Phase One of the OFFICE 365 Migration process.

We would like to schedule a tentative Velocity date for [AgencyName] to be migrated to Outlook
365.

Tentative Velocity Date: [InsertDate]

Agency Point of Contact Signature:

OIT Point of Contact Signature:
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USER ACCEPTANCE TESTING:

We have provided a set of scripts for your Agency to exercise the various functionality of the
Office 365 email in the Cloud.

These scripts were created by Microsoft and not intended to exercise every piece of

functionality but to use the product as most people use it daily.

Our suggestion is to have an active email user (i.e. administrative assistant) go through each

step of the script. We have uncovered some issues with the product during the testing.

Note: It is a required migration task for Agencies to step through each script.
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Offline address book

Test case number 41.1

Resource name

Date

From the online mailbox, download and access to offline address book.
Select the Send and Receive tab

User scenario Select the down arrow for the Send/Receive Groups

Select Download Address Book from the menu

Leave the default settings and click OK

Method

Expected results Able to download and view content of offline address book.

Pass/fail

Observed results

Environment Pre-production

Comments or information

Folder Search

Test case number 4.1.2

Resource name

Date

User scenario From the online mailbox, setup a search folder to filter emails.
Method

Expected results Search result returned after successful search.

Pass/fail

Observed results

Environment Pre-production

Comments or information
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Send/Receive

Test case number 4.1.3

Resource name

Date
From an online mailbox (mailbox that has been migrated to the cloud), send an

User scenario email to an on-premises (mailbox on OIT servers) recipient and another online
recipient.

Method

Expected results Successful email deliveries.

Pass/fail

Observed results

Environment Pre-production

Comments or information

Reply

Test case number 414

Resource name

Date

From an online mailbox, reply an email to an on-premises recipient and to another

User scenario . L
online recipient.

Method

Expected results Successful delivery of reply.

Pass/fail

Observed results

Environment Pre-production

Comments or information
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Forward

Test case number 415

Resource name

Date

From an online mailbox, forward an email to an on-premises recipient and an

User scenario . -
online recipient.

Method

Expected results Successful forward of email.

Pass/fail

Observed results

Environment Pre-production

Comments or information

Distribution List

Test case number 4.1.6

Resource name

Date

User scenario From an online mailbox, send an email to a distribution list.
Method

Expected results Successful delivery of email to distribution list.

Pass/fail

Observed results

Environment Pre-production

Comments or information
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Attachment Size

Test case number

4.1.7

Resource name

Date

User scenario

From an online mailbox, send an email with an attachment that is over the size
limit.

Method

Expected results

Failed delivery of the email with the oversize attachment.

Pass/fail

Observed results

Environment

Comments or information

Address Book: recipient properties

Test case number

4.1.8

Resource name

Date

User scenario

From an online mailbox, open the address book and view the properties of a
recipient in the address book.

Method

Expected results

Successfully retrieve the properties of the recipient in the address book.

Pass/fail

Observed results

Environment

Pre-production

Comments or information
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Folders

Test case number 4.1.9

Resource name

Date

User scenario Online mailbox creates a new folder, rename the folder and move the folder.
Method

Expected results Successful folder operations.

Pass/fail

Observed results

Environment Pre-production

Comments or information

Move/Copy Mail ltems

Test case number 4.1.10

Resource name

Date

User scenario Online mailbox, copy mail items and move mail items.
Method

Expected results Successful move and copy of email items to different folders.
Pass/fail

Observed results

Environment Pre-production

Comments or information
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Deleted Items

Test case number 4.1.11

Resource name

Date

Online mailbox, delete mail and empty deleted Items folder.

From the Outlook Folder tab, select Recover Deleted Items in the Clean-up area
Select the items that you want to recover, then click the Recover Selected Items
button

User scenario

Method

Expected results Successful deletion of email and a clean deleted items folder.

Pass/fail

Observed results

Environment Pre-production

Comments or information

Deleted item recovery

Test case number 4.1.12

Resource name

Date

User scenario Online mailbox, execute "Recover Deleted Items" functionality.

Method

Expected results Deleted items listed in the “Deleted Items” folder. Able to recover any of the deleted

items.
Pass/fail
Observed results
Environment Pre-production

Comments or information
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Out-of-office notifications

Test case number 4.1.13

Resource name

Date

Online mailbox, setup an out-of-office (OOF) notification. Ensure that OOF

User scenario e
notifications are sent.

Method

Expected results Only internal users will get an OOF message from the test user.

Pass/fail

Observed results

Environment Pre-production

Comments or information

Email disclaimers

Test case number 4.1.14

Resource name To be completed by Agencies that uses an email account with a disclaimer.

Date

Send an email from an online mailbox to an Internet recipient; ensure that the email

User scenario is tagged with the correct Ohio disclaimer.

Method

Expected results The email sent must be attached in line with the correct disclaimer.

Pass/fail

Observed results

Environment Pre-production

Comments or information
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Scheduling assistant: free/busy online mailbox to on-premises

Test case number 4.2.1

Resource name

Date

Use scheduling assistant to view free/busy from an online mailbox to an on-

User scenario - .
premises mailbox.

Method

Expected results Ensure results are confirmed about user’s availability in their schedules.

Pass/fail

Observed results

Environment Pre-production

Comments or information

Scheduling assistant: free/busy on-premises to online mailbox

Test case number 4.2.2

Resource name

Date

Use scheduling assistant to view free/busy from an on-premises mailbox (mailbox to

User scenario OIT servers) to an online mailbox (mailbox that has been migrated to the cloud).

Method

Expected results Ensure results are confirmed about user’s availability in their schedules.

Pass/fail

Observed results

Environment Pre-production

Comments or information
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Send meeting request

Test case number 4.2.3

Resource name

Date

User scenario From on-premises mailbox, send meeting request to online mailbox.
Method

Expected results Successful meeting request delivered to online mailbox.

Pass/fail

Observed results

Environment Pre-production

Comments or information

Accept meeting request send

Test case number 4.2.4

Resource name

Date

User scenario From the online mailbox, accept the meeting request.
Method

Expected results Successful return of meeting acceptance.

Pass/fail

Observed results

Environment Pre-production

Comments or information
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Decline meeting request

Test case number 4.2.5

Resource name

Date

From the online mailbox, send a meeting request to an on-premises mailbox. At the

User scenario ; . : .
on-premises mailbox, decline the meeting request.

Method

Expected results Successful return of declined meeting request.

Pass/fail

Observed results

Environment Pre-production

Comments or information

Request to distribution list

Test case number 4.2.6

Resource name

Date

User scenario Online mailbox, send a meeting request to a distribution list.
Method

Expected results Successful delivery of meeting request to distribution list.
Pass/fail

Observed results

Environment Pre-production

Comments or information
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Recurring meeting request

Test case number 4.2.7

Resource name

Date

From the online mailbox, send a recurring meeting request to an on-premises

User scenario .
mailbox.

Method

Expected results Successful creation of weekly recurring meeting.

Pass/fail

Observed results

Environment Pre-production

Comments or information

Send and read email

Test case number 4.3.1

Resource name

Date

User scenario From an online mailbox, send an email using Outlook Web App.

Method

Expected results Successful delivery and viewing of email.

Pass/fail

Observed results

Environment Pre-production

Comments or information
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Preview pane

Test case number 4.3.2

Resource name

Date

User scenario On the online mailbox, read mail using preview pane via Outlook Web App.
Method

Expected results View email in preview pane.

Pass/fail

Observed results

Environment Pre-production

Comments or information

Free/busy and meeting request

Test case number 4.3.3

Resource name

Date

View free/busy and send a meeting request from an online mailbox to an on-

User scenario premises mailbox via Outlook Web App Outlook.

Method

Expected results Successful delivery of a meeting request.

Pass/fail

Observed results

Environment Pre-production

Comments or information
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Attachments

Test case number 4.3.4

Resource name

Date

User scenario Send email with an attachment from an online mailbox using Outlook Web App.
Method

Expected results Successful delivery of email with attachment to recipient.

Pass/fail

Observed results

Environment Pre-production

Comments or information

Move messages

Test case number 4.3.5

Resource name

Date

User scenario On the online mailbox, move messages between folders via Outlook Web App.
Method

Expected results Messages moved to folder.

Pass/fail

Observed results

Environment Pre-production

Comments or information
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Scheduling assistant

Test case number 4.3.6

Resource name

Date

On the online mailbox, create an appointment on the calendar by using the

User scenario scheduling assistant in Outlook Web App (OWA).

Method

Expected results Successful view availability via the OWA calendar.

Pass/fail

Observed results

Environment Pre-production

Comments or information

Spell checker

Test case number 4.3.7

Resource name

Date

Use spell checker in Outlook Web App in an online mailbox.

User scenario Outlook Web App relies on your web browser for checking spelling. Right-click the

word you want to check and select the correct spelling from the side menu.

Method

Expected results Find incorrect word and be able to correct the spelling.

Pass/fail

Observed results

Environment Pre-production

Comments or information
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Exchange control panel

Test case number 4.3.8

Resource name

Date
User scenario Configure options in the mailbox using Outlook Web App (OWA).
Open mailbox Office 365 exchange online using OWA.
On the top right hand side of your screen, click on the drop down menu next to
options.
Select “see all options.” Once options page opens, notice the change in address
Method bar should change to “ecp” instead of “owa.”

Click on organize emails on the left hand side and click on delivery reports in the
middle pane.

Try to search for a message you have sent to some other user who is on Office
365.

You should be able to see the delivery report of the message with details; with this

Expected results : ; .
working you can consider ecp as working component.

Pass/fail

Observed results

Environment Pre-production

Comments or information

Page 104

Version 2.3



Office of
Information Technology

Ohid)AS

Service - Support - Solutions

Access shared calendar

Test case number 4.4.1

Resource name

Date

User scenario Check delegated user is able to access the shared calendar.
Move the mailboxes one. Where delegation is assigned two. Who has been
assigned delegation?
Log-in to Outlook with user who has been assigned delegation.

Method

Access other user’s calendar.

Try to perform operation as of the level of delegation example create calendar item
or send meeting request on behalf of the user.

Expected results User should be able to access other user’s calendar and create or delete meeting

request.
Pass/fail
Observed results
Environment Pre-production

Comments or information
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Send on Behalf

Test case number 4.4.2

Resource name

Date
User scenario Send email on behalf of another user.
Move the mailboxes one. Where delegation is assigned two. Who has been
assigned delegation on inbox?
Log-in to Outlook with user who has been assigned delegation.
Open other user’'s mailbox folder (inbox).
Method Create a new mail item and from option choose show from field.

In from field, type the user name of the mailbox where delegation is assigned.
Sent to other mailbox or the mailbox who has been assigned delegation.

Check the email and it should appear as “Send On Behalf of <user>"

User should be able to send mail on behalf of other user where delegation is

Expected results configured and mail should appear as “Send on behalf.”

Pass/fail

Observed results

Environment Pre-production

Comments or information
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Send As

Test case number

4.4.3

Resource name

Date

User scenario

Send email with ‘Send As’ another user.

Method

Move the mailboxes one. Where Send As permissions are given two. Who has
been assigned Send As permissions?

Log-in to Outlook with user who has been assigned Send As permissions.
Create a new mail item and from option choose show From field.

In From field type the user name of the mailbox where Send As is assigned.
Sent to other mailbox or the mailbox who has been assigned delegation.

Check the email and it should appear as if it is sent from user where Send As
permissions where configured.

Expected results

User should be able to send mail on behalf of other user where Send As is
configured and mail should appear as if the mail was sent by mailbox where Send
As permissions were configured.

Pass/fail

Observed results

Environment

Pre-production

Comments or information
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Full secondary mailbox access

Test case number 4.4.4

Resource name

Date

User scenario Opening and accessing a secondary online mailbox with full access rights.
Move the mailboxes one. Where full mailbox access permissions are given two.
Who has been assigned Full Mailbox Access permissions?
Configure profile to open other user’'s mailbox.

Method

Option is available in Profile=»More Settings=>»Advance.

Log-in to Outlook with user who has been assigned full mailbox access
permissions.

Expected results Two mailboxes should be opened in same outlook profile without retyping any

credentials.
Pass/fail
Observed results
Environment Pre-production

Comments or information
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Rules

Test case number

4.4.5

Resource name

Date

User scenario

Create and use inbox rules in an online mailbox.

Method

Create some server side rules inside the mailbox.
Open the mailbox from Office 365 Exchange online.

Test rules are working.

Server-side rules are handled entirely by the Exchange Server, independent of the
state of the Outlook client. For example, forward email (sent from user on the
Exchange server) to another mailbox (recipient mailbox must also reside on the
Exchange server).

Client-only rules do not execute until the user who created the rule, logs into the
Outlook client with the same profile used to create the rule. For example, mark all
emails with certain text in the subject line as urgent.

Expected results

All the rules should be working successfully and should work as expected.

Pass/fail

Observed results

Environment

Pre-production

Comments or information
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Configuring a new device

Test case number 5.1.1

Resource name

Date

Configure a Windows Phone to synchronize with a new mailbox in Office 365 via

User scenario ; . .
the cloud’s AutoDiscover service.

Method

The mobile device should configure itself through the AutoDiscover settings and

Expected results successfully synchronize with the online mailbox.

Pass/fail

Observed results

Environment Pre-production

Comments or information

Re-configuring ActiveSync post-migration

Test case number 5.1.2

Resource name

Date

Re-configure a configured Windows Phone to synchronize with the migrated

User scenario mailbox in Office 365 via the cloud’s AutoDiscover service.

Method

The mobile device should configure itself through the AutoDiscover settings and

Expected results . : . -
P successfully synchronize with the online mailbox.

Pass/fail

Observed results

Environment Pre-production

Comments or information
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Receive mail and attachment on mobile device

Test case number 5.1.3

Resource name

Date

Send email from an online mailbox to the Windows Phone user’s mailbox with

User scenario attachment. View mail and attachment on the mobile device.

Method

Successful delivery of email to the mobile device and be able to view both email

Expected results and attachment on the mobile device.

Pass/fail

Observed results

Environment Pre-production

Comments or information

Send mail from mobile device

Test case number 5.14

Resource name

Date

User scenario Send email from the mobile device to both an internal user and an external user.
Method

Expected results Successful delivery of email to both the internal and external user.

Pass/fail

Observed results

Environment Pre-production

Comments or information
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Accept a meeting request

Test case number

5.1.5

Resource name

Date

User scenario

Send a meeting request from an online user to a mobile device user, accept the
meeting request. Check the meeting is booked in the calendar of the mobile
device.

Method

Expected results

Accept the meeting request from the mobile device and see the meeting is booked
in the Exchange calendar.

Pass/fail

Observed results

Environment

Pre-production

Comments or information

Propose new time on meetin

request

Test case number

5.1.6

Resource name

Date

User scenario

Send a meeting request to a mobile device user; from the mobile device propose a
new meeting timing.

Method

Expected results

Successful receipt of the proposed new meeting timing by the meeting organizer.

Pass/fail

Observed results

Environment

Pre-production

Comments or information
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Decline meeting request

Test case number 5.1.7

Resource name

Date

Send a meeting request to a mobile device user; from the mobile device decline

User scenario .
the meeting request.

Method

Expected results Successful receipt of the declined meeting notification by the meeting organizer.

Pass/fail

Observed results

Environment Pre-production

Comments or information

Calendar sync

Test case number 5.1.8

Resource name

Date

On the mobile device user’s calendar, mark an appointment in the default calendar

User scenario using Outlook or Outlook Web App.

Method

Expected results Calendar appointment successfully synced to the mobile device.

Pass/fail

Observed results

Environment Pre-production

Comments or information

Page 113

Version 2.3



Office

Ohid)AS

Service - Support - Solutions

f

o]
Information Technology

Contact sync

Test case number

5.1.9

Resource name

Date

User scenario

On the mobile device user’s contact folder, create a new contact using either
Outlook or Outlook Web App.

Method

Expected results

New contact successfully synced to the mobile device.

Pass/fail

Observed results

Environment

Pre-production

Comments or information

Microsoft Exchange Global Address List

Test case number

5.1.10

Resource name

Date

User scenario

On the mobile device, perform a lookup for a user entry in the Microsoft Exchange
Global Address List and send an email to the entry.

Method

Expected results

Perform the user search successfully.

Pass/fail

Observed results

Environment

Pre-production

Comments or information
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Configuring a new device

Test case number 5.2.1

Resource name

Date

Configure an iPhone/iPad device to synchronize with a new mailbox in Office 365

User scenario . , . ;
via the cloud’s ActiveSync service.

Method

The mobile device should successfully synchronize with the online mailbox after

Expected results the configuration.

Pass/fail

Observed results

Environment Pre-production

Comments or information

Re-configuring ActiveSync post-migration

Test case number 5.2.2

Resource name

Date

Re-configure a configured iPhone/iPad to synchronize with the migrated mailbox in

User scenario Office 365 via the cloud’s ActiveSync service.

Method

Expected results The mobile device should successfully synchronize with the online mailbox.

Pass/fail

Observed results

Environment Pre-production

Comments or information
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Receive mail and attachment

Test case number 5.2.3

Resource name

Date

Send email from an online mailbox to the iPhone/iPad user’'s mailbox with

User scenario attachment. View mail and attachment on the mobile device.

Method

Successful delivery of email to the mobile device and be able to view both email

Expected results and attachment on the mobile device.

Pass/fail

Observed results

Environment Pre-production

Comments or information

Send mail from iPhone/iPad

Test case number 5.2.4

Resource name

Date

User scenario Send email from the iPhone/iPad to both an internal user and an external user.
Method

Expected results Successful delivery of email to both the internal and external user.

Pass/fail

Observed results

Environment Pre-production

Comments or information
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Calendar sync

Test case number 5.2.5

Resource name

Date

On the mobile device user’s calendar, mark an appointment in the default calendar

User scenario using Outlook or Outlook Web App.

Method

Expected results Calendar appointment successfully synced to the mobile device.

Pass/fail

Observed results

Environment Pre-production

Comments or information

Contact sync

Test case number 5.2.6

Resource name

Date

. On the mobile device user’s contact folder, create a new contact using either
User scenario Outlook or Outlook Web App.
Method
Expected results New contact successfully synced to the mobile device.
Pass/fail
Observed results
Environment Pre-production
Comments or information
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Microsoft Exchange Global Address List

Test case number 5.2.7

Resource name

Date

On the mobile device, perform a lookup for a user entry in the Microsoft Exchange

User scenario Global Address List and send an email to the entry.

Method

Expected results Perform the user search successfully.

Pass/fail

Observed results

Environment Pre-production

Comments or information

Office 365 installation

Test case number 5.2.1

Resource name

Date

User scenario

Method

Expected results

Pass/fail

Observed results

Environment Pre-production

Comments or information
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Previous Office Version Uninstall

Test case number 5.2.2

Resource name

Date

User scenario

Method

Expected results

Pass/fail

Observed results

Environment

Comments or information

Activation and Deactivation for Multiple People on a Workstation

Test case number 5.2.2

Resource name

Date

User scenario

Method

Expected results

Pass/fail

Observed results

Environment

Comments or information
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User Does Not Connect for Over 30 Days

Test case number 5.2.2

Resource name

Date

User scenario

Method

Expected results

Pass/fail

Observed results

Environment

Comments or information

Password is one week from expiration

Test case number 5.2.1

Resource name

Date

User scenario Can notification be sent other than the pop up window in the task bar?

Method

Expected results

Pass/fail

Observed results

Environment Pre-production

Comments or information
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Password is one day from expiration

Test case number

522

Resource name

Date

User scenario

Can notification be sent other than the pop up window in the task bar?

Method

Expected results

Pass/fail

Observed results

Environment

Comments or information

IT Support resets Password with the FIM Password Reset Utility

Test case number

5.2.2

Resource name

Date

User scenario

User contacts IT support for a password reset.

IT support resets the password with FIM Password Reset Utility.

Passwords have an 8 character minimum and are case sensitive.

It must be 8 characters or longer and include at least one letter, one number and
one special character (i.e. [\, @,#,%$,%,".&,*,(,)]);

Not be one of your previously used passwords.

Method

Expected results

Error message is displayed in the Reset Tool if requirements not met in password.
User must be able to use the new password in the client in XX amount of time and
in OWA in XX amount of time.

Pass/fail

Observed results

Environment

Comments or information
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User resets Password with OAKS tool

Test case number 5.2.2

Resource name

Date

User scenario User uses the OAKS password reset tool.

Method

User must be able to use the new password in the client in XX amount of time and

Expected results in OWA in XX amount of time.

Pass/fail

Observed results

Environment

Comments or information

Sending a fax to a physical fax machine (ODOT, Commerce, and DPS)

Test case number 5.2.1

Resource name

Date

Enter a valid fax machine number in the To field with the following format: [fax:nnn-

User scenario nnn-nnnn]. Complete the email with subject and body text.

Method

Expected results Receiving fax device should get the fax.

Pass/fail

Observed results

Environment Pre-production

Comments or information
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Sending a fax to an ODOT Esker Fax Number (ODOT Only)

Test case number

5.2.2

Resource name

Date

User scenario

Enter a valid ODOT Esker fax number in the To field with the following format:
[fax:nnn-nnn-nnnn]. Complete the email with subject and body text.

Method

Expected results

Fax delivered to the user's mailbox.

Pass/fail

Observed results

Environment

Pre-production

Comments or information

List of ODOT valid fax numbers for testing: 614-887-4020, 614-887-4013
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VELOCITY WEEK ACTIVITIES

Once an Agency has completed all the prep work and has completed their Pilot sign-off we will
move forward with the scheduled Velocity date. A few days prior to Velocity it is hecessary to

communicate the following information to the project team:

e Velocity List
¢ White Glove List
¢ DO NOT Migrate List

It is also important to make sure that a change-freeze is in place on all existing accounts.
Please check your ticketing system to verify that changes have not been requested and/or that

they have been completed prior to Velocity Day.

Agency communication remains a vital piece of a successful migration. Please visit the Office

365 SharePoint site http://office365.0hio.gov for valuable communication templates (T-

communications) that will help you lead your Agency staff through this transition.

On Velocity Day, members from DAS tech staff will be present at your Agency. All migration
support issues should be routed through the Agency technical staff. DAS staff will be available

for assistance when necessary.
During the first week after migration, verify that the following checklist activities are being done:

e Confirm and Test Shared Mailboxes
o Confirm visibility of Distribution Lists
e  Confirm visibility of Archive Files

e Remediate Mobile Devices

e Confirm Legal Hold Mailboxes

e Attend FIM Portal Refresher

¢ Review On-Boarding/Off-Boarding Procedures

Also during Velocity week, DAS staff will be available for migration support issues and the
project staff will schedule conference calls to provide communication of migration issues, report

resolution and answer general migration questions.

Page 124

Version 2.3


http://office365.ohio.gov/

Ohid)AS

Service - Support - Solutions

Office of
Information Technology

VELOCITY GO LIVE CHECKLIST

VELOCITY GO LIVE CHECKLIST

O

O

O

All accounts on the [AgencyName] Velocity List have been migrated

[AgencyName] User Mailboxes have active licenses

[AgencyName] Users are able to log into OWA

VELOCITY WEEK CHECKLIST

O

used

O

O

O

O

O

[AgencyName] User Client and Kiosk accounts have been signed into and are being

Distribution Lists are visible in GAL and are operational

Shared Mailboxes are confirmed as connected and operational

[AgencyName] Users with Mobile Devices have activated devices

[AgencyName] Users’ Archives are visible

[AgencyName] technical support staff has received FIM Portal training and have the

proper permissions

O

OIT and [AgencyName] have identified and remediated migration issues

AGREEMENT

We, AgencyName, agree that all Velocity Checklist Activities have been completed and Velocity

is concluded. Any future incident handling will be in accordance with the SLA agreement and

processed through the CSC.

Agency Point of Contact Signature:

OIT Point of Contact Signature:
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