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USER CREATION AND SYNCHRONIZATION PROCESS 

Training time  10 iinutms 

 Speak to students about the following: 

• User creatio  ricess aon ssoccrioniatio  ricess  
• Ageocs HR creates a HCM recirn no OAKS ssstem (see figure 1.1)  
• Ageocs a  rives tce HCM request, OAKS processes the record and it is placed in 

queue fir securnts autimatio  
• Securnts autimatio ns ruo aon user acciuot ns miven ti Ineotts feen  
• OAKS SQL – FIM SYNC server  ulls tce Oracle vnew aon ruos a nata cioversnin 

process 
• OAKS maoagemeot ageot ruos aon  ulls tce nata noti tce ssoccrioniatio engine 
• AD maoagemeot ageot ruos aon creates user acciuot no Ineotts nimano 
• FIM Pirtal maoagemeot ageot ruos aon creates user acciuot no Pirtal 
• Ex lano tce oew feature tcat alliws ao ageocs anmnonstratir tce abnlnts to create5x 

user accounts (non-em lisee/oio-contractors) 

Notme  Ageocnes curreotls cave tce abnlnts ti eoter future em lisees noti tce ssstem  rnir ti tce 
start date thus allowing pre-stagnog acciuot nofirmatio. 

 
Figurm 1.1 



FIM PORTAL TRAINING 

DAS OIT FIM PORTAL TRAINING GUIDE v3 
Page 8 

AGENCY ROLES AND RESPONSIBILITIES 

Training time  5 iinutms 

 Speak to students about the riles aon res iosnbnlntes and tce ageocs anmnonstratio if 
users, griu s, resiurce, anmnonstratio, servnce acciuots, aon user passwords. 

 Clearls nefioe tce filliwnog: 

Usmr accounts  

• Basic FIM  irtal anmnonstratio level access 
• E-manl creatio (iffice 365 aon lical) 
• Office 365 lnceosnog 
• Dnsable manlbix (iffice 365 aon lical) 
• Enable full and send-as  ermnssnios 
• Disable full and send-as  ermnssnios 
• Hnne acciuot frim glibal access lnst 
• Eoable lical Lsoc 
• Anmnonstratve  asswirn ccaoges 

Rmsourcm Accounts  

• Create Riim, Equn meot, aon Scares 
• Minnfs basnc user setogs fir acciuots 
• Enable full and send-as  ermnssnios 
• Disable full and send-as  ermnssnios 
• Hide acciuot frim glibal access lnst 

Groups – Distributon  

• Create nnstrnbutio griu s – maoualls eoteren users 
• Create nnstrnbutio griu s – criteria based 
• Minnfs crnterna aon maoual basen griu s 
• Delete crnterna aon maoual basen griu s 
• Manage group owners and co-owners 
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Groups – Smcurity  

• Create nnstrnbutio griu s – maoualls eoteren users 
• Create nnstrnbutio griu s – criteria based 
• Minnfs crnterna aon maoual basen griu s 
• Delete crnterna aon maoual basen griu s 
• Manage group owners and co-owners 

Smrvicm Accounts  

• Create servnce acciuots 
• Minnfs servnce acciuot nofirmatio 
• Delete servnce acciuots 
• Enable – nnsable servnce acciuots 
• Anmnonstratve level  asswirn anmnonstratio 

Adiinistrator Accounts  

• Create anmnonstratir acciuots 
• Minnfs anmnonstratir acciuot nofirmatio 
• Delete anmnonstratir acciuots 
• Enable – nnsable anmnonstratir acciuots 
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LOGGING INTO FOREFRONT IDENTITY MANAGER – PORTAL (FIMPORTAL) 

Training time  5 iinutms 

 Explain browser support for: 

• Internet Explorer 9 – 10 – 11 (oi mibnle su  irt) 
• Ccrime (oi su  irt) 
• Firefox (no support) 

 Demiostrate the FIMPORTAL Login process. 

Prinuctio:   ct s://fim irtal.icni.giv/nneottsmaoagemeot  

Training site: ct s://fim irtal.tranonog.icni.giv/nneottsmaoagemeot  

 

 
Figurm 2 - Actvm Dirmctory  ogon  agm 

https://fimportal.ohio.gov/identitymanagement
https://fimportal.training.ohio.gov/identitymanagement
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HOME PAGE OVERVIEW 

Training time  5 iinutms 

Coiponmnts of thm FIM  ortal UI 

Tce filliwnog figure sciws tce nnffereot  arts if tce FIM Pirtal tcat siu cao custimnie bs usnog 
UI ciofiguratio resiurces. 

 

• The Banner and Logo appear at the top of each FIM Portal page.  
• Tce Navngatio  ar ns tce vertcal meou io tce lel snne if the FIM Portal. The 

Navngatio  ar cel s tce user mive amiog varnius self-servnce aon nofirmatio 
teccoiligs  rifessnioal (IT  ri) tasks. Tce lnst ciosnsts if selecten Navngatio  ar 
resiurces. Eacc ntem no tce lnst  inots ti a uonque URL.  

• Search scopes appear on the upper right area of each FIM Portal page. A search 
scope includes a search input box and a search scope drop-down list. The search 
sci e ns crntcal fir ciotrillnog wcat a  ears no a  age lnst vnew, tcat ns, tce mano area 
of a portal page where resiurces are lnsten. Tce Hime age noclunes text aon lnoks 
tcat lean tce eon user ti ex lire nnffereot features no FIM. It cas tcree areas: 

• Center region – work area 
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The State of Ohio Portal Page has been designed to look like the page below. 

 Show students tce cime  age bs liggnog io ti:  
ct s://fim irtal.icni.giv/nneottsmaoagemeot 

 

MODULE ONE REVIEW 

1. Cao simeioe tell me tce oame if tce Firefriot Ineotts cime  agee 

Answmr: ct s://fim irtal.icni.giv/nneottsmaoagemeot 

2. Cao sime tell me wcat fuoctios ao ageocs ns res iosnble fir io ao em liseees user 
acciuote 

3. Answmr:  Basic FIM  irtal anmnonstratio level access; e-manl creatio (iffice 365 aon lical)) 
Office 365 lnceosnog) Dnsable manlbix (iffice 365 aon lical)) Eoable full aon seon-as 
 ermnssnios) nnsable full aon seon-as  ermnssnios) cnne acciuot frim glibal access lnst) 
enable local Lsoc) anmnonstratve  asswirn changes 

MODULE ONE – STUDENT EXERCISE 

 Have stuneot ligio ti tce FIM Pirtal tranonog cime  age: 

 ct s://fim irtal.tranonog.icni.giv/nneottsmaoagemeot 

https://fimportal.ohio.gov/identitymanagement
https://fimportal.ohio.gov/identitymanagement
https://fimportal.training.ohio.gov/identitymanagement
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MODULE TWO - DISTRIBUTION GROUPS 
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CREATE NEW DISTRIBUTION GROUPS 

Training time  10 iinutms 

 Create oew maoualls  i ulaten nnstrnbutio griu  

Rules ti creatog oew nnstrnbutio griu s wntc maoualls basen users: 

• All users ir griu s siu noteon ti noclune no tce griu  must be  reseot in FIM Portal. 
• All oirmal actve nnrectirs griu  rules a  ls. Exam le siu caooit ann a nimano lical 

manl eoablen securnts griu  ti a nnstrnbutio griu  because actve nnrectirs nies oit 
allow this to occur. 

• Tce griu  manl alnas (onckoame) caooit ciotano novalnn ccaracters.  Exam les if 
novalnn ccaracters are s aces) backslasces) cimmas.  Tce best silutio ns ti use tce 
cimmio ccaracters succ as a  ernin aon/ir nasces 

• Tce ageocs OAKS code will precede tce griu  oame u io creatio) ciwever tcns cao 
be changed aler tce oame cas beeo u naten. 

• Atrnbute wntc a * oext ti tce oame are requnren atrnbutes 
• Dnstrnbutio griu s are createn tcriugc a ssoccrioniatio  ricess aon cao take 3  ti 

6  mnoutes ti be avanlable no actve nnrectirs, fir tcese griu s ti be actve in 
Office365 nt cao take ao annntioal 3  – 6  mnoutes 

  egno creatog a oew nnstrnbutio lnst bs selectog Dnstrnbutio iriu s frim tce Navngatio 
panel. 

 

 Select New on the panel  
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 Eoter tce filliwnog nofirmatio: 

• Dns las Name:  

Notme  Yiur ageocs OAKS cine wnll be noserten autimatcalls u io creatio.  Yiu cao ccaoge tcns 
once the OAKS cine a  ears bs enntog tce nns las oame. 

• E-iail Alias:  This requnres  ri er firmatog. 
• Mmibmr Smlmcton:  Tcns wnll be maoual. 
• Applicaton Codm:  Cciise emanl frim tce pull down list. 
• Altmrnatm Agmncy Codm:  Use this fieln ti assngo aoitcer ageocs OAKS cine ti siur 

group 
• Dmscripton:  Eoter a nescrn tio. 
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Mmibmrs 

 Enter Members 

Tce creatir if tce griu  wnll be autimatcalls  i ulaten no tce “Members to Add” atrnbute and 
can be remived nf oeenen.  Alsi oitce that tcese are ScarePinot  ncker butios ti tce rngct.  
Uonerlnonog ScarePinot ciotrils tce selectio if tce users.  Use tce  ei le  ncker ti fion siur 
griu  members. 

 

Ownmrs and Co-Ownmrs 

The creator of the griu  ns autimatcalls annen ti tce iwoer aon nns lasen iwoer atrnbutes) 
tcns cao be ccaogen as requnren) ciwever) all FIM Pirtal anmnonstratirs cave rngcts ti all ageocs 
groups.  Tce recimmeonatio ns ti leave tcns atrnbute alioe aon ann all annntioal owners in 
the co-iwoers atrnbute.  All ci-iwoers cave rngcts ti ccaoge griu  memberscn  no FIM Pirtal. 

Notme  We striogls suggest siu kee  tce Owoer ti a snogle user aon use CO-Owner for all other 
users.  Tce becavnir no FIM Pirtal ns nnffereot fir tcese  ermnssnios aon fir Owoer ti fuoctio 
siu must cave FIM PORTAL anmno rngcts. 
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Join Rmstrictons 

This is not enforced. 

 

CREATE DYNAMIC DISTRIBUTION GROUPS 

Training Tiime 10 iinutms 

 Create new criteria based distrnbutio griu s 

Rules for creatog oew nnstrnbutio griu s wntc maoualls basen users: 

• All users or groups to be included no tce griu  must be  reseot no FIM Pirtal. 
• All oirmal actve nnrectirs griu  rules a  ls. Exam le siu caooit ann a nimano lical 

manl eoablen securnts griu  ti a nnstrnbutio griu  because actve nnrectirs nies oit 
allow this to occur. 

• Tce griu  manl alnas (onckoame) caooit ciotano novalnn ccaracters.  Exam les if 
novalnn ccaracters are s aces) backslasces) cimmas.  Tce best silutio ns ti use tce 
cimmio ccaracters succ as a  eriod and/or dashes 

• Tce ageocs OAKS code will precede tce griu  oame u io creatio) ciwever tcns cao 
be ccaogen aler tce oame cas beeo u naten. 
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• Atrnbute wntc a * oext ti tce oame are requnren atrnbutes 
• You cannot mnx criteria based groups and criteria user wceo bunlnnog siur crnterna 

selectio.  It must be ioe ir tce itcer. 
• Dnstrnbutio griu s are createn tcriugc a ssoccrioniatio  ricess aon cao take 3  ti 

6  mnoutes ti be avanlable no actve nnrectirs, fir tcese griu s ti be actve no 
Office365 nt cao take ao annntioal 3  – 6  mnoutes 

• Crnterna basen griu s are iols crnterna basen wntcno FIM Pirtal, exccaoge wnll ciotano 
tce actual user acciuots wceo tce griu s ssoccrionie frim Pirtal ti AD aon 
Office365 

• Yiu caooit mnx maoualls selecten memberscn  aon crnterna no tce same griu  

  egno creatog a oew nnstrnbutio lnst bs selectog Dnstrnbutio iriu s frim tce Navngatio 
panel. 

 

 Select New on the panel  
 Eoter tce filliwnog nofirmatio: 

• Dns las Name:  

Notme  Yiur ageocs OAKS cine wnll be noserten autimatcalls u io creatio.  Yiu cao ccaoge tcns 
ioce tce OAKS cine a  ears bs enntog tce nns las oame. 

• E-iail Alias:  Tcns requnres  ri er firmatog. 
• Mmibmr Smlmcton:  This will be criteria. 
• Applicaton Codm:  Cciise emanl frim tce  ull niwo lnst. 
• Altmrnatm Agmncy Codm:  Use tcns fieln ti assngo aoitcer ageocs OAKS cine ti siur 

group 
• Dmscripton:  Eoter a nescrn tio. 
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CRITERIA SELECTION 

 Next to “Select”  
 Cciise User frim tce nri  niwo lnst 
 Remive tce  reselecten i tio if Resiurce ID 
 Click Add Statemeot 
 A line will be inserted – select Click to select…. 

A drop down list of all atrnbutes will be presented. 

Cimmio atrnbutes ti use include: 

• Account Naim – (Em liseeID – OAKS ID etc.) 
• DEPT_CODE – ciotrils all as ects if wcat nata ns avanlable ti siu 
• Eiploymm Status – Actve (A) aon Ioactve (I) 
• DL Conditon 1,2 and 3 – ageocs Pirtal anmno nefioen crnterna  
• DEPTCODE 2 and 4 – ageocs HR nefioen crnterna 
• DisplayNaim – lastoame, firstoame 
• Job Titlm 
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•  ogical – ne eonnog io tce atrnbute ts e a  ri rnatels cciise tce ts e if lignc (ns, 
is not, etc.) 

• Valum – value siu are liiknog fir no siur searcc  

 

The exam le beliw wiuln  rinuce a nnstrnbutio griu  no actve nnrectirs wntc all actve DAS 
em lisees.   

Notme  As  ei le are miven frim Actve aon Ioactve status, tces are entcer annen ir remiven. 
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Ownmrs and Co-Ownmrs 

Tce creatir if tce griu  ns autimatcalls annen ti tce iwoer aon nns lasen iwoer atrnbutes) 
tcns cao be ccaogen as requnren) ciwever) all FIM Pirtal anmnonstratirs cave rngcts ti all ageocs 
groups.  Tce recimmeonatio ns ti leave tcns atrnbute alioe aon ann all annntioal iwoers no 
the co-iwoers atrnbute.  All ci-iwoers cave rngcts ti ccaoge griu  memberscn  no FIM Pirtal. 

Notme  We striogls suggest siu kee  tce Owoer ti a snogle user aon use CO-Owner for all other 
users.  Tce becavnir no FIM Pirtal ns nnffereot fir tcese  ermnssnios aon fir Owoer ti fuoctio 
siu must cave FIM PORTAL anmno rngcts. 
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Join Rmstrictons 

This is not enforced. 

 

FINDING YOUR AGENCY DISTRIBUTION GROUPS 

Training Tiime  5 iinutms 

Frim tce nnstrnbutio i tio – oitce tce “Search for” and “Search within” i tios 

Tcese are tce twi i tios avanlable ti searcc fir nnstrnbutio griu s. 

Smarch fore 

Curreotls siu cao searcc bs tce filliwnog crnterna: 

• Display Naim 
• Mail NickNaim (Alias) 
• Wildcard smarch optone FIMPirtal ns a XML basen a  lncatio tce oirmal  “* fir 

wnln carn ns  %*, si a searcc if %iROU% wnll  rinuce a lnst if griu s wntc tcise 
leters tigetcer aoswcere no tce nns las ir alnas. 
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Smarch Withine 

• Pull diwo wntc all relatve griu  searcc sci es tcat siur ageocs cas access ti use. 
• Ageocs searcc sci e ns tce nefault  
• An “All Distributio  riuuss i tio ns avanlable ti all ageocnes) ciwever tcns nies 

oit meao siu wnll cave ti ennt.  It nies meao siu cao ann itcer ageocs griu s ti 
siur griu s. 

 

ADVANCED SEARCH FUNCTION 

Training Tiime 5 iinutms 

As wntc crnterna base griu s we cao searcc fir griu s usnog tce anvaocen searcc fuoctio . 

 Click Advanced Search  
 

To return to the basic search; 
  Click Basic Search 

 
“ riuus is alreans assicnaten. 

Alsi oitce nt cas sime basnc values alreans selecten – these are those atrnbutes curreotls 
being used to create the search scope.  You can use these values aon ann ti tcem ir remive 
aon select siur iwo.  Use tce  Xe far rngct ti remive. 

Ti ann annntioal statemeots) 

 Click the “Add Statement” i tio 
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A line will be inserted. 

 Select “Click to Select….” 

•  ogical – ne eonnog io tce atrnbute ts e a  ri rnatels cciise tce ts e if lignc (ns, 
is not, etc.) 

• Valum – value siu are liiknog fir no siur searcc  

The exam le beliw wnll fion all ageocs “LCO” nnstrnbutio griu s tcat tce Owoer atrnbute 
contains Miller, Bob 

 

MODIFYING DISTRIBUTION GROUPS 

Training Tiime 10 iinutms 

Managing Usmrs 

Aos iwoer ir ci-iwoer cao maoage maoualls createn nnstrnbutio lnst memberscn  bs usnog FIM 
Portal. 

Aler tce griu  siu are liiknog ti maoage has been searched and found; 

 Clnck io tce nns las oame if tce griu  
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 Clnck tce Members tab 

 

• Curreot memberscn  ns nns lasen) siu caooit ann ir remive usnog tcns atrnbute. 
• “Members to Remove” alliws siu ti Remive members. 
• Tce ScarePinot  ncker lnmnts tce selectio ti iols tcise users ir griu s tcat are 

members. 
• “Members to Add” alliws siu ti Ann members 
• Tcns ns a oirmal ScarePinot  ncker aon siu cao cciise aos griu  ir user tcat ns 

avanlable tcriugc tce Searcc i tio. 
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MANAGING OWNERS AND CO-OWNERS 

Aler i eonog tce griu  siu waot ti ennt) 

 Choose the Owner tab 
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Owners and Co-Owoers are maoagen no tce atrnbutes as  reseoten.   

Notme  Dns lasen Owoer cao iols ciotano a snogle user) ciwever Owoer aon Ci-Owners can be 
mult le.  We striogls suggest siu kee  tce Owoer ti a snogle user aon use CO-Owner for all 
itcer users.  Tce becavnir no FIM Pirtal ns nnffereot fir tcese  ermnssions and for Owner to 
fuoctio siu must cave FIM PORTAL anmno rngcts. 
 
MANAGING CRITERA BASED DISTRIBTION GROUPS 

Training Tiime  10 iinutms 
Managing Usmrs 

Aos iwoer/co-iwoer cao maoage maoualls createn nnstrnbutio lnst memberscn  bs using FIM 
Portal. 

Aler fionnog tce searccen griu ; 

 Click on the displas oame if tce griu   

 

U io i eonog nf tce filliwnog ns nns lased; 

 Choose Criteria Based 
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Critmria Smlmcton 

 Cciise User frim tce nri  niwo lnst 
 Remive tce  reselecten i tio if Resource ID 
 Click Add Statement 

A drop down with a lnst if all atrnbutes will be presented. 

Cimmio atrnbutes ti use include: 

• Account Naim – (Em liseeID – OAKS ID etc.) 
• DEPT_CODE – ciotrils all as ects if wcat nata ns avanlable ti siu 
• Eiploymm Status – Actve (A) aon Ioactve (I) 
• DL Conditon 1,2 and 3 – ageocs Pirtal anmno nefioen crnterna  
• DEPTCODE 2 and 4 – ageocs HR nefioen crnterna 
• DisplayNaim – lastoame, firstoame 
• Job Titlm 
•  ogical – ne eonnog io tce atrnbute ts e a  ri rnatels cciise tce ts e if lignc (ns, 

is not, etc.) 
• Valum – value siu are liiknog fir no siur searcc  
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The exam le below produces a nnstrnbutio griu  no actve nnrectirs wntc all actve DAS 
em lisees.   

Notme   As  ei le are miven frim Actve aon Ioactve tces wiuln entcer be annen ir remiven. 
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DELETING DISTRIBUTION GROUPS 

Training Tiime 5 iinutms 

FIM Portal Anmnonstratirs cave tce abnlnts ti nelete nnstrnbutio griu s tcat cave tce ageocnes 
OAKS ne artmeot cine. 

Dmlmtng Distributon Groupse 

 Cciise tce griu  ir griu s bs first searccnog fir tce griu s. (see searccnog fir griu s) 
 Select tce cceckbix oext ti tce griu  oame 
 Choose Delete frim tce butios at tce ti  if tce wirk area. 

 

 Ciofirm tce neletio 
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MODULE TWO REVIEW 

Ti create a griu  if all em lisees aon ciotractirs wci wirk at a  artcular annress siu wiuln 
use wcncc ts e if griu e 

Answmr Critmria 

Ex lano wcat tce crnterna wiuln be: DEPT_CODE = Ageocs) EMPLOYEE STATUS =  A* aon 
ADDRESS = the address 

Are siu ca able if neletog nnstrnbutio griu s fir aoitcer ageocse 

Answmr:  No 

STUDENT EXERCISES 

 Create a maoual basen nnstrnbutio griu  
 Create a crnterna basen nnstrnbutio griu  
 Delete tce twi griu s siu createn 
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MODULE THREE - SECURITY GROUPS 
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CREATE NEW SECURITY GROUPS 

Training time 10 iinutms 

 Create oew maoualls  i ulaten securnts griu s 

Rules ti creatog oew securnts griu s wntc maoualls basen users: 

• All users ir griu s siu noteon ti noclune no tce griu  must be  reseot no FIM Pirtal. 
• All oirmal actve nnrectirs griu  rules a  ls. Exam le siu caooit ann a nimano lical 

manl eoablen securnts griu  ti a glibal griu  because actve nnrectirs nies oit 
allow this to occur. 

• Tce griu  manl alnas (onckoame) caooit ciotano novalnn ccaracters.  Exam les if 
novalnn ccaracters are s aces) backslasces) cimmas.  Tce best silutio ns ti use tce 
cimmio ccaracters succ as a  ernin aon/ir nasces. Tcns ns iols valnn nf Manl Eoablen 
is selected. 

• Tce ageocs OAKS code will precede tce griu  oame u io creatio) ciwever tcns cao 
be ccaogen aler tce oame cas beeo u naten. 

• Atrnbute wntc a * oext ti tce oame are requnren atrnbutes 
• Securnts griu s are createn tcriugc a ssoccrioniatio  ricess aon cao take 3  ti 6  

mnoutes ti be avanlable no actve nnrectirs, fir tcese griu s ti be actve no Office365 
nt cao take ao annntioal 3  – 6  mnoutes 

  egno creatog a oew securnts lnst bs selectog Securnts iriu s frim tce Navngatio  aoel. 

 

 Select New on the panel  
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Eoter tce filliwnog nofirmatio: 

• Dns las Name:  

Notme  Yiur ageocs OAKS cine wnll be noserten autimatcalls u io creatio.  Yiu cao ccaoge tcns 
ioce tce OAKS cine a  ears bs enntog tce nns las oame. 

• E-Mail Enablmde If e-manl eoablen ns selecten E-manl Alnas wnll a  ear 
• E-iail Alias:  Tcns requnres  ri er firmatog. 
• Doiain: FIM Pirtal ns ca able if creatog griu s no ID.OHIO.iOO aon 

CSS.IS.OHIO.iOO nimanos 
• Account Naim:  Tcns ns tce actve nnrectirs samAcciuotName ((5 ccaracters 

maxnmum) 
• Scopm:  Cciise griu  ts e (Uonversal) ilibal) Dimano Lical) (Nite: nf creatog a manl 

eoablen securnts griu  cciise Uonversal) 
• Mmibmr Smlmcton:  Tcns wnll be maoual. 
• Applicaton Codm:  Cciise emanl frim tce  ull niwo lnst. 
• Altmrnatm Agmncy Codm:  Use tcns fieln ti assngo aoitcer ageocs OAKS cine ti siur 

group 
• Dmscripton:  Eoter a nescrn tio. 
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Mmibmrs 

 Eoter members 

Tce creatir if tce griu  wnll be autimatcalls  i ulaten no tce Members to Add atrnbute.  
Remive nf oeenen.  Alsi oitce tcese are ScarePinot  ncker butios ti tce rngct.  Uonerlnonog 
ScarePinot ciotrils tce selectio if tce users.   

 Use tce  ei le  ncker ti fion siur griu  members. 
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Ownmrs and Co-Ownmrs 

The creator of the group ns autimatcalls annen ti tce iwoer aon nns lasen iwoer atrnbutes) 
tcns cao be ccaogen as requnren) ciwever) all FIM Pirtal anmnonstratirs cave rngcts ti all ageocs 
groups. 

Notme  Tce recimmeonatio ns ti leave tcns atrnbute alioe aon ann all annntioal owners in the 
co-iwoers atrnbute.  All ci-iwoers cave rngcts ti ccaoge griu  memberscn  no FIM Pirtal.  We 
striogls suggest siu kee  tce Owner to a single user and use Co-Owner for all other users.  The 
becavnir no FIM Pirtal ns nnffereot fir tcese  ermnssnios aon fir Owoer ti fuoctio siu must 
cave FIM PORTAL anmno rngcts. 

Join Rmstrictons 

This is not enforced. 
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CREATE DYNAMIC SECURITY GROUPS 

Training Tiime 10 iinutms 

 Create new crnterna basen securnts group 

Rules ti creatog oew securnts groups with criteria based users: 

• All users ir griu s siu noteon ti noclune no tce griu  must be  reseot no FIM Pirtal. 
• All oirmal actve nnrectirs griu  rules a  ls. Exam le siu caooit ann a nimano lical 

manl eoablen securnts griu  ti a global group because actve nnrectirs nies oit 
allow this to occur. 

• Tce griu  manl alnas (onckoame) caooit ciotano novalnn ccaracters.  Exam les if 
novalnn ccaracters are s aces) backslasces) cimmas.  Tce best silutio ns ti use tce 
cimmio ccaracters succ as a  ernin aon/ir dashes. Tcns ns iols valnn nf Manl Eoablen 
is selected. 

• Tce ageocs OAKS code will precede tce griu  oame u io creatio) ciwever tcns cao 
be ccaogen aler tce oame cas beeo u naten. 

• Atrnbute wntc a * oext ti tce oame are requnren atrnbutes 
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• You cannot mnx crnterna basen griu s aon crnterna user wceo bunlnnog siur crnterna 
selectio.  It must be ioe ir tce itcer. 

• Dnstrnbutio griu s are createn tcriugc a ssoccrioniatio  ricess aon cao take 3  ti 
6  mnoutes ti be avanlable no actve nnrectirs, fir tcese griu s ti be actve no 
Office365 nt cao take ao annntioal 3  – 6  mnoutes 

• Crnterna basen griu s are iols crnterna basen wntcno FIM Pirtal, exccaoge wnll ciotano 
tce actual user acciuots wceo tce griu s ssoccrionie frim Pirtal ti AD aon 
Office365 

• You cannot mnx maoualls selecten memberscn  aon crnterna no tce same griu  

  egno creatog a oew nnstrnbutio lnst bs selectog Dnstrnbutio iriu s frim tce Navngatio 
panel. 

 

 Select New on the panel  
 Eoter tce filliwnog nofirmatio: 

• Display Naim:  

Notme  Your ageocs OAKS cine wnll be noserten autimatcalls u io creatio.  Yiu cao ccaoge tcns 
ioce tce OAKS cine a  ears bs enntog tce nns las oame. 

• E-Mail Enablmde If e-manl eoablen ns selecten E-manl Alnas wnll a  ear 
• E-iail Alias:  Tcns requnres  ri er firmatog. 
• Doiain: FIM Pirtal ns ca able if creatog griu s no ID.OHIO.iOO aon 

CSS.IS.OHIO.iOO nimanos 
• Account Naim:  Tcns ns tce actve nnrectirs samAcciuotName ((5 ccaracters 

maxnmum) 
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• Scopm:  Cciise griu  ts e (Uonversal) ilibal) Dimano Lical) (Nite: nf creatog a manl 
eoablen securnts griu  cciise Uonversal) 

• Mmibmr Smlmcton:  Tcns wnll be maoual. 
• Applicaton Codm:  Cciise emanl frim tce  ull niwo lnst. 
• Altmrnatm Agmncy Codm:  Use tcns fieln ti assngo aoitcer ageocs OAKS cine ti siur 

group 
• Dmscripton:  Enter a descrn tio. 

 

CRITERIA SELECTION 

 Cciise User frim tce nri  niwo lnst 
 Remive tce  reselecten i tio if Resource ID 
 Click Add Statement 

A line will be inserted. 

 Click to select…. 
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A drop down will be presented. 

A lnst if all atrnbute wnll be  reseoten) sime cimmio atrnbutes ti use include: 

• Account Naim – (Em liseeID – OAKS ID etc.) 
• DEPT_CODE – ciotrils all as ects if wcat nata ns avanlable ti siu 
• Eiploymm Status – Actve (A) aon Ioactve (I) 
• DL Conditon 1, 2 and 3 – ageocs Pirtal anmno nefioen crnterna  
• DEPTCODE 2 and 4 – ageocs HR nefioen crnterna 
• DisplayNaim – lastoame, firstoame 
• Job Title 
•  ogical – ne eonnog io tce atrnbute ts e a  ri rnatels cciise tce ts e if lignc (ns, 

is not, etc.) 
• Valum – value siu are liiknog fir no siur searcc  

 

Tce filliwnog exam le would produce a securnts griu  no actve nnrectirs wntc all actve DAS 
em lisees.   

Notme  As  ei le are miven frim Actve aon Ioactve tces wiuln entcer be annen ir remiven. 
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Ownmrs and Co-Ownmrs 

Tce creatir if tce griu  ns autimatcalls annen ti tce iwoer aon nns lasen iwoer atrnbutes) 
tcns cao be ccaogen as requnren) ciwever) all FIM Pirtal anmnonstratirs have rngcts ti all ageocs 
groups.   

Notme  Tce recimmeonatio ns ti leave tcns atrnbute alioe aon ann all annntioal iwoers no tce 
co-iwoers atrnbute.  All ci-iwoers cave rngcts ti ccaoge griu  memberscn  no FIM Pirtal.  We 
striogls suggest siu kee  tce Owoer ti a snogle user aon use CO-Owner for all other users.  The 
becavnir no FIM Pirtal ns nnffereot fir tcese  ermnssnios aon fir Owoer ti fuoctio siu must 
cave FIM PORTAL anmno rngcts. 
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Join Rmstrictons 

This is not enforced. 

 

FINDING YOUR AGENCY SECURITY GROUPS 

Training Tiime 5 iinutms 

Frim tce securnts i tio – oitce tce “Search for” and “Search within” i tios 

Tcese are tce twi i tios avanlable ti searcc fir nnstrnbutio griu s 

Smarch fore 

Curreotls siu cao searcc bs tce filliwnog crnterna 

• Display Naim 
• Mail NickNaim (Alias) 
• Wildcard smarch optone FIMPirtal ns a XML basen a  lncatio tce oirmal  “* fir 

wnln carn ns  %*, si a searcc if %iROU% wnll  rinuce a lnst if griu s wntc tcise 
leters tigetcer aoswcere no tce nns las ir alnas. 
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Smarch Withine 

• Drop niwo wntc all relatve griu  searcc sci es tcat siur ageocs cas access ti use. 
• Ageocs searcc sci e ns tce nefault  
• An “All Distributio  riuuss i tio ns avanlable ti all ageocnes) ciwever tcns nies 

oit meao siu wnll cave ti ennt.  It nies meao siu cao ann itcer ageocs griu s ti 
siur griu s. 

 

ADVANCED SEARCH FUNCTION 

Training Tiime 5 iinutms 

As wntc crnterna base griu s we cao searcc fir griu s usnog tce anvaocen searcc fuoctio  

 Click Advanced Search  

To return to the basic search; 

 Choose Basic Search 

Select has “griuus alreans assicnaten and nt cas sime basnc values alreans selecten – these are 
tcise atrnbutes curreotls benog usen ti create tce searcc sci e.  Yiu cao use tcese values aon 
ann ti tcem ir remive aon select siur iwo.  Use tce  Xe far rngct ti remive. 

Ti ann annntioal statemeots) 

 Click the “Add Statement” i tio 

A line will be inserted. 
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 Select “Click to Select….” 

•  ogical – ne eonnog io tce atrnbute ts e a  ri rnatels cciise tce ts e if lignc (ns, 
is not, etc.) 

• Valum – value siu are liiknog fir no siur searcc  

The exam le beliw wnll fion all ageocs “LCO” nnstrnbutio griu s tcat tce Owoer atrnbute 
contains Miller, Bob 

 

MODIFYING SECURITY GROUPS 

Training Tiime 10 iinutms 

Managing Usmrs 

Aos iwoer ir ci-iwoer cao maoage maoualls createn securnts griu s memberscn  bs usnog 
FIM Portal. 

Aler tce griu  siu are liiknog ti maoage has been searched and found; 

 Clnck io tce nns las oame if tce griu   
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 Clnck tce Members tab 

 

Tce curreot memberscn  ns nns lasen) siu caooit ann ir remive usnog tcns atrnbute. 
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• “Members to Remove” alliws siu ti Remive members. 
• The SharePoint picker lnmnts tce selectio ti iols tcise users ir griu s tcat are 

members. 
• “Members to Add” alliws siu ti Ann members 
• Tcns ns a oirmal ScarePinot  ncker aon siu cao cciise aos griu  ir user tcat ns 

avanlable tcriugc tce Searcc i tio. 
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MANAGING OWNERS AND CO-OWNERS 

Aler i eonog tce griu ; 

 Choose the Owner tab 

 

Owners and Co-Owoers are maoagen no tce atrnbutes as  reseoten.   

Notme   Dns lasen Owoer cao iols ciotano a snogle user) ciwever Owoer aon Ci-Owners can be 
mult le.  We striogls suggest siu keep the Owner to a single user and use CO-Owner for all 
itcer users.  Tce becavnir no FIM Pirtal ns nnffereot fir tcese  ermnssnios aon fir Owoer ti 
fuoctio siu must cave FIM PORTAL anmno rngcts. 
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MANAGING CRITERA BASED SECURITY GROUPS 

Training Tiime 10 iinutms 

Managing Usmrs 

Aos iwoer ir ci-iwoer cao maoage maoualls createn securnts griu  memberscn  bs usnog FIM 
Portal. 

Aler tce griu  siu are liiknog ti maoage has been searched and found; 

 Clnck io tce nns las oame if tce griu   

 

Upon opening if the filliwnog ns nns lasen) 

 Choose Criteria Based 
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CRITERIA SELECTION 

 Cciise User frim tce nri  niwo lnst 
 Remive tce  reselecten i tio if Resource ID 
 Click Add Statement 

A line will be inserted. 

 Click to select…. 

A drop down will be presented with a list of all atrnbutes. 

Cimmio atrnbutes ti use noclune: 

• Account Naim – (Em liseeID – OAKS ID etc.) 
• DEPT_CODE – ciotrils all as ects if wcat nata ns avanlable ti siu 
• Eiploymm Status – Actve (A) aon Ioactve (I) 
• DL Conditon 1,2 and 3 – ageocs Pirtal anmno nefioen crnterna  
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• DEPTCODE 2 and 4 – ageocs HR nefioen crnterna 
• DisplayNaim – lastoame, firstoame 
• Job Title 
•  ogical – ne eonnog io tce atrnbute ts e a  ri rnatels cciise tce ts e if lignc (ns, 

is not, etc.) 
• Valum – value siu are liiknog fir no siur searcc  

 

The exam le abive would produce a securnts griu  no actve nnrectirs with actve EPA 
em lisees wntc DEPTCODE( equal ti 85.   

Notme  As  ei le are miven frim Actve aon Ioactve tces wiuln entcer be annen ir remiven. 
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DELETING SECURITY GROUPS 

Training Tiime 5 iinutms 

FIM Portal anmnonstratirs cave tce abnlnts ti nelete securnts griu s tcat cave tce ageocnes OAKS 
ne artmeot cine. 

Dmlmtng Smcurity Groupse 

 Cciise tce griu  ir griu s bs first searching for the groups. (See Searchiog fir  riuus) 
 Select tce cceckbix oext ti tce griu  oame 
 Choose Delete frim tce butons at the top of the work area 

 

 Ciofirm tce neletio 
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MODULE THREE REVIEW 

Cao siu create a manl eoablen securnts griu  tcat ciotanos bitc maoual aon crnterna basen 
nofirmatioe 

Answmr:  No 

Do users with Co-iwoer rngcts cave tce abnlnts ti nelete griu se 

Answmr:  No 

STUDENT EXERCISES 

 Create a glibal sci e maoual basen securnts griu  
 Create a nimano lical maoual basen securnts group – ann tce glibal griu  siu just createn 

ti tce nimano lical griu  as a member. 

 

 

 



FIM PORTAL TRAINING 

DAS OIT FIM PORTAL TRAINING GUIDE v3 
Page 54 

 

 

 

 

 

 

 

 

MODULE FOUR - EMPLOYEE, 
CONTRACTOR, COUNTY AND OTHER 

USERS 
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ADD NEW 5X USER ACCOUNTS  

Tranonog Tnme: 1  mnoutes 

Frim tce Users i tio; 

 Click Users 
 Click New 

 

Wceo creatog a oew user siu wnll see tce filliwnog firm. 

 Start bs eoternog basnc nofirmatio cioceronog tce user. 
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Gmnmral Tab 

• First Naim – tcns ns tce em liseees first oame as nt a  ears io cns ir cers W( firm. 
We wnll nnscuss ccaognog tce oame later.  Nite: tcns ns a requnren atrnbute. 

•  ast Naim - tcns ns tce em liseees last oame as nt a  ears io cns ir cers W( firm. 
We wnll nnscuss ccaognog tce oame later. Nite: tcns ns a requnren atrnbute. 

• Middlm Naim - tcns ns tce em liseees mnnnle oame as nt a  ears io cns ir cers W( 
firm. We wnll nnscuss ccaognog tce oame later.  

• Display Naim – at tce tme if tcns wrntog tce nns las oame ns a calculaten value 
frim last oame, first oame atrnbutes. Eoter tce nns lasoame as last oame, cimma, 
aon first oame. Nite: tcns ns a requnren atrnbute. 

• Agmncy Codm – frim tce nri  niwo cciise tce ageocs tce user acciuot wnll be 
assngoen. Nite: tcns ns a requnren atrnbute. 

• Agmncy Usmr Typm – frim tce nri  niwo meou select a user ts e if  usnoess Partoer 
(veonir), Cnts Wirker, Ciuots Wirker, Feneral Wirker, ir ieoernc User (tcise 
accounts need for non-people) 
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Work Info Tab 

• Titlm – Eoter tce user acciuots wirknog ttle. 
•  assword Datm – Eoter no a nate tcat tce user wnll use wceo requestog a  asswirn 

reset frim tce cel  nesk.  Tcns ns a requnren atrnbute. 
•  assword  IN – Eoter no a PIN tcat tce user wnll use wceo requestog a  asswirn 

reset frim tce cel  nesk. Tcns ns a requnren atrnbute. 
• Usmr Start Datm – eoter no tce nate tcat tce user wnll start wirknog. Leave blaok nf oit 

applicable. 
• Usmr End Datm – eoter no a nate tcat tce user wnll eon wirknog.  Leave blaok nf oit 

applicable. 
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Contact Info Tab 

• Tmlmphonm Nuibmr – enter in the useres tele cioe oumber.  Please remember tcns ns 
tce tele cioe oumber tcat wnll a  ear no tce glibal annress lnst fir e-manl. 

• Fax Nuibmr – eoter no tce useres fax oumber, nf aos. 
• Mobilm  honm – eoter tce user mibnle  cioe, nf aos.  Please remember tcns wnll 

appear in the global address list in e-manl. 
• Officm  ocaton – eoter tce user iffice licatio. 
• Addrmss – enter the user address. 
• City – eoter tce user cnts. 
• Statm – enter the user state. 
•  ostal Codm – enter the user postal code. 

Ooce cim leten) 

 Click the Finish butio aon tceo  
 Clnck submnt 

FINDING EMPLOYEE, CONTRACTOR, COUNTY WORKER AND OTHER ACCOUNTS 

Training Tiime 10 iinutms 

Frim tce User i tio (nf siu select Resiurces ir Em lisees siu wnll be rennrecten ti tce same 
licatio) – oitce tce “Search for” and “Search within” i tios 

Tcese are tce twi i tios avanlable ti searcc fir nnstrnbutio griu s 

Smarch fore 

Curreotls siu cao searcc bs tce filliwnog crnterna 

• Dns las Name 
• Em liseeID (OAKS ID) State if Ocni User ID) 
• Manl NnckName (Alias) 
• Fnrst Name 
• Last Name 
• Wildcard smarch optone FIMPirtal ns a XML basen a  lncatio tce oirmal  “* fir 

wnln carn ns  %*, si a searcc if %iROU% wnll  rinuce a lnst if griu s wntc tcise 
leters tigetcer aoswcere no tce nns las ir alnas. 
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Smarch Withine 

• Pull dowo wntc all relatve griu  searcc sci es tcat siur ageocs cas access ti use. 
• Ageocs searcc sci e ns tce nefault  
• An “All Users aod All Emuliyee” i tio ns avanlable ti all ageocnes) ciwever tcns 

nies oit meao siu wnll cave ti ennt.  It nies meao siu cao ann itcer ageocs griu s 
ti siur griu s. 

 

ADVANCED SEARCH FUNCTION 

Training Tiime 5 iinutms 

Ti searcc fir users usnog tce Anvaocen Search fuoctio) 

 Clnck Anvaocen Searcc (oite ti returo ti tce basnc searcc cciise  asnc Searcc) 
 Nitce tcns tme tcat oitcnog cas beeo  reselecten aon no mist cases ao errir a  ears (tce 

errir ns a bug no Mncrisil cine aon a fix ns sccenulen ti be releasen no tce future – siu cao 
remive tce errir bs clncknog searcc)  

 Choose User 

Tce Matcc ns All ir Aos (tce Aos fuoctio ns lnke ao  ir* statemeot) no fact siu cao get fanrls 
cim lex bs usnog tce  aos* fuoctio 

Ti ann annntioal statemeots) 

 Click the Add Statement i tio 

A line will be inserted. 
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 Click to select…. 

•  ogical – ne eonnog io tce atrnbute ts e a  ri rnatels cciise tce ts e if lignc (ns, 
is not, etc.) 

• Valum – value siu are liiknog fir no siur searcc  

The exam le beliw wnll fion all DAS users wci are noactve but cave ao eoablen manlbix, wcncc 
alliws siu a qunck was ti fion tcise manlbixes siu are  asnog fir tcat are oit benog usen. 

 

EDITING EMPLOYEE, CONTRACTOR AND COUNTY WORKER USER INFORMATION 

Training Tiime 30 iinutms 

Tce user eovnriomeot ns brikeo bs wcere siur manlbix ns licaten.  Fir all ageocnes itcer than 
JFS siur manlbixes are ir wnll be no Office365 aon tcat ns wcere we wnll ficus iur ateotio. 

Letes start bs taknog a liik at tcise atrnbutes tcat are ssoccrionien frim OAKS or HCM.  This is 
nofirmatio tcat ns eoteren bs tce ageocs cumao servnces nnvnsnio noti tce HCM ssstem. 

Gmnmral Tab 

• First Naim – tcns ns tce em liseees first oame as nt a  ears io cns ir cers W( firm. 
We wnll nnscuss ccaognog tce oame later. 

•  ast Naim - tcns ns tce em liseees last oame as nt a  ears io cns ir cers W( firm. 
We will nnscuss ccaognog tce oame later. 

• Mnnnle Name - tcns ns tce em liseees mnnnle oame as nt a  ears io cns ir cers W( 
firm. We wnll nnscuss ccaognog tce oame later. 
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• Dns las Name – at tce tme if tcns wrntog tce nns las oame ns a calculaten value frim 
last name, first oame atrnbutes 

• Acciuot Name – the person's State of Ohio User ID 

 

Work Info Tab 

• Eiploymm Typm - Em lisee, Ciotogeot (ciotractir), Ciuots, ir ieoernc (this 
atrnbute cas beeo remiven frim nns las) 

• Job Titlm – Officnal jib ttle 
• Dmpartimnt – Users assicnaten ne artmeot (tcns ns ao OAKS cine aon nt ns oit alwass 

a re reseotatio if tce ne artmeot cine) 
• Smarch Critmria Onm – ageocs anmnonstratir ciotrillen, alliws fir nsoamnc griu s ir 

filternog 
• Smarch Critmria Two – ageocs anmnonstratir ciotrillen, alliws fir nsoamnc griu s ir 

filternog 
• Smarch Critmria Thrmm – ageocs anmnonstratir ciotrillen, alliws fir nsoamnc griu s 

ir filternog 
• Smarch Critmria Taxaton – taxatio ageocs anmnonstratir ciotrillen, alliws fir 

nsoamnc griu s ir filternog 
• Smarch Critmria Four – ageocs HR ciotrillen 
• Smarch Critmria Fivm – ageocs HR ciotrillen 
• Eiploymm ID – State of Ohio User ID 
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• Usmr Hoim Dirmctory – basen io actve nnrectirs cime nnrectirs atrnbute – allows 
ageocs anmno tce abnlnts ti assngo a cime nnrectir vna actve nnrectirs 

• Usmr Hoim Drivm – basen io actve nnrectirs cime nnrectirs atrnbute – allows 
ageocs anmno tce abnlnts ti assngo a cime nrnve vna actve nnrectirs 

• Managmr – alliws fir a maoager ti be eoteren (HR ssoc ne eoneot) 
• Assistant - alliws fir ao assnstaot ti be eoteren (HR ssoc ne eoneot) 
• Agmncy Adiin – nesngoates tce  ersio as a FIM Pirtal anmno 
• Hmlpdmsk Adiin – designates the persio as ao ageocs  asswirn maoager 
•  assword Datm* – usen exclusnvels wceo a user acciuots ns createn no FIM Pirtal – 

tcns ns vnewable iols bs tce nesngoaten  irtal anmnonstratir fir tce ageocs tcat tce 
account was created.  Enter a date that will be used for  asswirn reset fuoctioalnts.   

•  assword  in* – usen exclusnvels wceo a user acciuots ns createn no FIM Pirtal – this 
ns vnewable iols bs tce nesngoaten  irtal anmnonstratir fir tce ageocs tcat tce 
account was created.  Enter a four digit pin that will be used for password reset 
fuoctioalnts.  

• Usmr Status* - usen exclusnvels wceo a user acciuots ns createn no FIM Pirtal – this is 
vnewable iols bs tce nesngoaten  irtal anmnonstratir fir tce ageocs tcat tce acciuot 
was createn.  Eoter ao  A* fir actve aon ao  I* fir Ioactve.  Eoables aon nnsables a 
user account.  

*Notm:  Passwirn Date, Passwirn Pno, aon User Status atrnbutes wnll oit be seen if the user was 
not created in FIM Portal. 
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Contact Info Tab 

Office Pcioe – em lisee u naten io tce MsOcni website 

• Office Licatio 
• Address 
• Address Line 2 
• Cnts 
• State  
• Postal Code 

 

Notme  Oo tcese same tabs we alsi cave atrnbutes tcat ageocs anmno are responsible to update 
aon manotano. 
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Gmnmral Tab 

•  hoto – tcns  citi ns wrnteo ti actve nnrectirs aon ssoccrionien ti Office 365.  Tcns 
 ncture wnll a  ear no Lsoc aon Outliik. Nite tce  ncture snie ns lnmnten ti 96n n. 

• First Naim* – Ooce tce first oame ns ssoccrionien frim OAKS tce ageocs anmno cao 
minnfs tce oame.   

•  ast Naim* – Ooce tce first oame ns ssoccrionien frim OAKS tce ageocs anmno cao 
minnfs tce oame.   

• Middlm Naim* – Ooce tce first oame ns ssoccrionien frim OAKS tce ageocs anmno 
cao minnfs tce oame.   

*To return to the OAKS su  lnen oame; 

 Clear tce first, last aon mnnnle oames.   

Notme  The OAKS oame is iols ssocen ioe tme all subsequeot ccaoges must be cim leten bs 
tce  irtal anmno.   

Ti ccaoge a secion tme) 

 Return to the OAKS su  lnen oame tceo siu ni annntioal u nates. 

Work Info Tab 

• Agmncy Adiin – assngo  irtal anmno rngcts 
• Hmlpdmsk Adiin – assign rights to user to change user password.  Please note this is 

ageocs wnne. 
• Smarch Critmria Onm – alliws tce ageocs anmno ti create crnterna fir anvaoce 

searches and criteria based groups 
• Smarch Critmria Two – alliws tce ageocs anmno ti create crnterna fir anvaoce 

searches and criteria based groups 
• Smarch Critmria Thrmm – alliws tce ageocs anmno ti create crnterna fir anvaoce 

searches and criteria based groups 
• Usmr Hoim Dirmctory – usen fir cime folders 
• Usmr Hoim Drivm – nrnve nesngoatio fir cime filners 
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Account Inforiaton Tab 

Tce acciuot nofirmatio tab ns oewls annen ti FIM Pirtal.  Tcns ns ao nofirmatio tab ntems io 
tcns tab are oit enntable bs ageocs anmnonstratirs. 

• E-Mail – current user e-manl annress 
• E-Mail Alias – curreot user manl onckoame 
•  rmfmrrmd Nicknaim – alliws tce anmnonstratir ti cciise ao alnas fir tce manlbix.   

Notme  This will update the e-manl annress as liog as tce manlbix ns set ti autimatcalls u nate 
the e-manl address. 

• BWC Usmr ID SMT  addrmss – altciugc tcns states  WC nt cao be usen bs aos ageocs.  
Alliws tce anmnonstratir eoter no a  rixs annress fir tce users manlbix. 

• Mmibmr of Smcurity Group – lnst if securnts griu s tcns user beliogs ti 
• Mmibmr of Distributon Group – lnst if nnstrnbutio griu s tcns user beliogs ti 
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ENABLE NEW MAILBOX 

Tce oew versnio if FIM Pirtal cas snm lnfien ciw a manlbix ns eoablen.  Prnir ti tcns release ao 
extra atrnbute must be ccecken.  Tce oew i tio alliws a  ull niwo but oi annntioal 
requnremeots are oeenen.   

Notme   If an e-manl annress exnsts fir tce user tce ssstem wnll oit atem t ti create a oew 
manlbix.  Tce ssstem alsi ccecks nf siu are JFS ir oit aon nns lass tce  ri er tab io tce firm 
fir tcat ts e if user.   
 

EXCHANGE LICENSING 

• Exchange Online 
• Lsoc Oolnoe 
• SharePoint Online 
• Kiosk Account 

Tce ts e if lnceosnog ns renucen ti tcise ntems tcat are ciofigurable bs ao ageocs.  Wceo 
creatog a manlbix, tce manlbix ntself must be createn but befire tce user cao access the 
manlbix io-lnoe nt must be lnceosen.  Tce lnceosnog structure ns ti gnve tce ageocs ciotril wcere 
ciotril mas be oeenen fir exam le: 

A regular exccaoge user wntc manlbix wnll cave tce exccaoge io-lnoe i tio selecten, nf siu 
want to add SharePoint and Lsoc siu wiuln alsi select tcise lnceoses.  Hiwever siu are oit 
requnren ti cave ao exccaoge manlbix ti cave ScarePinot ir Lsoc tcese i tios cao be selecten 
io a as oeen basns wntc ir wntciut aon exccaoge manlbix. 

A Knisk user ns lnmnten ti 2 GB no tcenr manlbix ti select a Knisk lnceose first cceck tce exccaoge 
on-lnoe lnceose aon alsi cceck tce knisk lnceose.  A Knisk user ns alsi alliwen ti cave ScarePinot 
but oit Lsoc.  Please be aware siu caooit select a Knisk user wntc cavnog a manlbix fir tcat 
user, a ScarePinot lnceose bs ntself ns a full lnceose. 
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ASSIGNING AND REMOVING FULL ACCESS PERMISSIONS 

Tce assngonog aon remivnog if full access  ermnssnio ns cim leten tcriugc tce Manlbix 
Delegates tab within a user account edit. Note: this tab will not show uotl a manlbix cas beeo 
created either in the cloud or on- remnses. Ti cim lete tce i eratio siu wnll use twi 
atrnbutes, ioe fir annnog aon ioe fir remival.   

A tcnrn atrnbute ns avanlable tcat wnll nns las tce curreot  ermnssnios as tces are recirnen in 
actve nnrectirs.  Please oite: full access  ermnssnios are a  lnen ti useres manlbix aon cao 
ciotano nata tcat ns oit  reseot no Actve Dnrectirs.  Fir exam le nf a tcket ns eoteren ti cave full 
access  ermnssnios a  lnen ir remiven aon tcese are cim leten nnrectls io tce acciuot no 
Office365 tces wnll oit be re reseoten no FIM Pirtal.   

Full Accmss 

• Mailbox Full Accmss Dmlmgatms to Add – use tcns atrnbute ti ann full access rngcts 
• Mailbox Full Accmss Dmlmgatms to Rmiovm – use tcns atrnbute ti remive full access 

rights 
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ASSIGNING AND REMOVING SEND-AS PERMISSIONS 

Tce assngonog aon remivnog if seon-as  ermnssnio ns cim leten tcriugc tce Manlbix Delegates 
tab wntcno a user acciuot ennt. Nite: tcns tab wnll oit sciw uotl a manlbix cas beeo createn 
either in the cloud or on- remnses. Ti cim lete tce i eratio siu wnll use twi atrnbutes, ioe 
fir annnog aon ioe fir remival.   

A tcnrn atrnbute ns avanlable tcat wnll nns las tce curreot  ermnssnios as tces are recirnen no 
actve nnrectirs.  Please oite: send-as  ermnssnios are a  lnen ti useres manlbix aon cao ciotano 
nata tcat ns oit  reseot no Actve Dnrectirs.  Fir exam le nf a tcket ns eoteren ti cave send-as 
 ermnssnios a  lnen ir remiven aon tcese are cim leten nnrectls io tce acciuot no Office365 
tces wnll oit be re reseoten no FIM Pirtal.   

Smnd-As Accmss 

• Mailbox Full Accmss Dmlmgatms to Add – use tcns atrnbute ti ann full access rngcts 
• Mailbox Full Accmss Dmlmgatms to Rmiovm – use tcns atrnbute ti remive full access 

rights 
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MAILBOX FEATURES TAB 

• Hidm froi Exchangm Addrmss  ist – click for true and un-check for false 
• Disablm OWA – click to disable OWA, uncheck to enable.  OWA is enabled on a 

manlbix bs nefault (uoccecken). 
• Disablm ActvmSync - clnck ti nnsable ActveSsoc, uocceck ti eoable.  OWA ns eoablen 

io a manlbix bs nefault (uoccecken). 
• Smnd on Bmhalf – ageocs anmnonstratirs cao ciofigure seon io becalf fir a user 

manlbix bs annnog tce users SUID ti tcns i tio. 

 

MITS ACCESS CONTROL 

Specnficalls nesngoen fir Menncannes MITS a  lncatio tcns tab alliws Menncann anmnonstratirs 
(tcise eoablen fir MITS anmno rngcts) ti see tcns tab.   

Notme  Tcns tab ns oit avanlable nf siu are oit a MITS anmnonstratir.  

• Grant Accmss to MITS Control – this i tio ns usen ti tell tce ssstem tcat tcns  ersio 
oeens ti be ssoccrionien wntc tce MITS ssstem. 

• MITS Enablmd – tcns i tio alliws tce anmnonstratir ti ciofigure ssoccrioniatio ti 
tce MITS LDS server 

• Grant Accmss to MITS Control – Tcns i tio eoables ir disables MITS access. 
• MITS Casm Workmr Enablmd – enables a user to be in the case worker role. 
• MITS HC Coordinator Enablmd - enables a user to be in the case HC coordinator role. 
• MITS HC Supmrvisor Enablmd - eoables a user ti be no tce case su ervnsir rile. 
• MITS Supmrvisor Enablmd – eoablen MITS su ervnsir rile 
• MITS County Codm – cines tce user ti tce  ri er ciuots. 
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MODULE FOUR REVIEW 

Cao siu ciofigure full access aon seon-as rngcts  rnir ti a manlbix benog createne 

Answmr:  No – tce acciuot must first be created 

Cao siu ann a oew em lisee user acciuot tcriugc FIM Pirtale 

Answmr:  No – eacc ageocnes HR ns res iosnble fir creatog user acciuots bs eoternog noti HCM 

Cao siu nelete em lisee ir ciotractir user acciuotse 

Answer:  No 

STUDENT EXERCISES 

 Enable a user for e-manl 
 Add full access and send-as rngcts ti tce user acciuot siu just createn 
 Hnn tce user frim tce iAL 
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MODULE FIVE  - RESOURCE ACCOUNTS, 
ROOM, EQUIPMENT, AND SHARED 

MAILBOXES 
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CREATING NEW RESOURCE ACCOUNT 

Training Tiime 30 iinutms 

 egno creatog a oew securnts lnst bs selectog Securnts iriu s frim tce Navngatio  aoel. 

Wceo creatog a oew acciuot tce ssstem first ssoccrionies tce user acciuot nofirmatio ti tce 
Ineotts nimano aon ti Office365.  Tcns  ricess cao take 3  – 9  mnoutes ne eonnog io tce ssoc 
cscle.  Ooce FIM Pirtal cas netecten tcat a user acciuot cas beeo create io bitc io- remnses 
aon no tce cliun nt wnll  erfirm tce manlbix creatio  ricess. All resiurce acciuots (itcer tcao 
JFS) are createn no Office365.   

Notme  Thns gunne wnll iols sciw ioe ts e if resiurce acciuot.  All resiurce acciuots wirk 
exactls alnke itcer tcao Scaren wcncc nies oit cave caleonar i tios. 

 

 Select New on the panel  
 Eoter tce filliwnog nofirmatio: 

• Equipimnt Naime  Tcns wnll be tce oame no actve nnrectirs (oit nns las).  Tce 
a  lncatio autimatcalls anns tce ageocs ne artmeot cine  er OAKS. 

• Display Naime   oame siu wnll see no Exccaoge glibal annress lnst 
•  rmfmrrmd Eiail and Alias Naim:  Enter the alias for the account which will also be 

usen as tce  rnmars SMTP annress 
• Altmrnatm Agmncy Codm: usen wceo siu are creatog a Resiurce tcat ns oit siur iwo 

ageocs.  (Exam le I wirk fir DAS but nf I waoten ti create a resiurce fir Iosuraoce I 
wiuln use tcns i tio ti cciise INS.) 
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FINDING RESOURCE ACCOUNTS 

Training Tiime 10 iinutms 

Frim tce Equn meot/Riim/Scaren i tio – oitce tce Searcc fir aon Searcc wntcno i tios. 
Tcese are tce twi i tios avanlable ti searcc fir resiurce acciuots. 

Smarch fore 

Curreotls siu cao searcc bs tce filliwnog criteria: 

• Dns las Name 
• Manl NnckName (Alias) 
• Fnrst Name 
• Last Name 
• Wildcard smarch optone FIMPirtal ns a XML basen a  lncatio tce oirmal  “* fir 

wnln carn ns  %*, si a searcc if %iROU% wnll  rinuce a lnst if griu s wntc tcise 
leters tigetcer aoswcere no tce nns las ir alnas. 
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Smarch Withine 

• Pull niwo wntc all relatve griu  searcc sci es tcat siur ageocs cas access ti use. 
• Ageocs searcc sci e ns tce nefault  
• An “All Equiumeot/All Riim/All Shared” i tio ns avanlable ti all ageocnes) ciwever 

tcns nies oit meao siu wnll cave ti ennt.   

 

ADVANCED SEARCH FUNCTION 

Training Tiime 5 iinutms 

To search for users usiog tce anvaocen searcc fuoctio; 
 
 Clnck Anvaocen Searcc  

To return to the basic search; 

 Choose Basic Search 

Nitce tcns tme tcat oitcnog cas beeo  reselecten aon no mist cases ao errir a  ears (tce 
errir ns a bug no Mncrisil cine aon a fix ns sccenulen ti be releasen no tce future – siu cao 
remive tce errir bs clicking search). 

 Cciise User oext ti  Select*  

Tce Matcc ns All ir Aos (tce Aos fuoctio ns lnke ao  ir* statemeot) no fact siu cao get fanrls 
cim lex bs usnog tce  aos* fuoctio 

Ti ann annntioal statemeots) 

 Clnck tce Ann Statemeot i tio 
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A line will be inserted. 

 Click to select…. 

•  ogical – ne eonnog io tce atrnbute ts e a  ri rnatels cciise tce ts e if lignc (ns, 
is not, etc.) 

• Valum – value siu are liiknog fir no siur searcc  

The exam le beliw wnll fion all DAS equn meot resiurces tcat are mnssnog ao e-manl annress.   

 

EDITING RESOURCE ACCOUNTS 

Training Tiime 10 iinutms 

To edit a resource account; 

 Clnck io tce resiurce oame.  

Wntc a oew resiurce a mnonmal amiuot if nata ns eoteren ti create tce acciuot, ioce tce 
manlbix aon acciuot cas beeo createn all if tce basnc nata aliog wntc certano exccaoge 
atrnbutes are avanlable fir ccaoge.  Please oite: tce ennt screeo wnll oit nns las all tabs uotl tce 
manlbix cas beeo createn aon ssoccrioniatio cas takeo  lace ti FIM Pirtal. 
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• Account Naime  Tcns ns oit ennble aler tce nontal create 
• Display Naime  You can change the nns las oame as oeenen 
• WorkInfo 
• Dmpartimnte  Tcns ns tce ageocs ne artmeot cine  
• Smarch Critmria Onm, Two, and Thrmm:  Ageocs  irtal anmno, crnterna relaten searcces 
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Contact Inforiaton 

Tcns ns staonarn actve nnrectirs atrnbutes usen fir geoeral nofirmatio.  All are ennble atrnbutes 
bs ageocs  irtal anmnonstratirs. 

 

Rmsourcm Inforiaton 

ieoeral nofirmatio abiut tce resiurce acciuot) e-manl annress, alnas, aon aos securnts ir 
distributio griu s tce manlbix ns a member if. 
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ASSIGNING AND REMOVING FULL ACCESS PERMISSIONS 

Tce assngonog aon remivnog if full access  ermnssnio ns cim leten tcriugc tce Manlbix 
Delegates tab wntcno a user acciuot ennt. Nite: tcns tab wnll oit sciw uotl a manlbix cas beeo 
created either in the cloud or on- remnses. Ti cim lete tce i eratio siu wnll use twi 
atrnbutes, ioe fir annnog aon ioe fir remival.   

A tcnrn atrnbute ns avanlable tcat wnll nns las tce curreot  ermnssnios as tces are recirnen no 
actve nnrectirs.  Please oite: full access  ermnssnios are a  lnen ti useres manlbix aon cao 
ciotano nata tcat ns oit  reseot no Actve Dnrectirs.  Fir exam le nf a tcket ns eoteren ti cave full 
access  ermnssnios a  lnen ir remiven aon tcese are cim leten nnrectls io tce acciuot no 
Office365 tces wnll oit be re reseoten no FIM Pirtal.   

Full Accmss 

• Mailbox Full Accmss Dmlmgatms to Add – use tcns atrnbute ti ann full access rngcts 
• Mailbox Full Accmss Dmlmgatms to Rmiovm – use tcns atrnbute ti remive full access 

rights 
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ASSIGNING AND REMOVING SEND-AS PERMISSIONS 

Tce assngonog aon remivnog if seon-as  ermnssnio ns cim leten tcriugc tce Manlbix Delegates 
tab wntcno a user acciuot ennt. Nite: tcns tab wnll oit sciw uotl a manlbix cas beeo createn 
either in the cloud or on- remnses. Ti cim lete tce i eratio siu wnll use twi atrnbutes, ioe 
fir annnog aon ioe fir remival.   

A tcnrn atrnbute ns avanlable tcat wnll nns las tce curreot  ermnssnios as tces are recirnen no 
actve nnrectirs.  Please oite: seon-as  ermnssnios are a  lnen ti useres manlbix aon cao ciotano 
nata tcat ns oit  reseot no Actve Dnrectirs.  Fir exam le nf a tcket ns eoteren ti cave seon-as 
 ermnssnios a  lnen ir remiven aon tcese are cim leten nnrectls io tce acciuot no Office365 
tces wnll oit be re reseoten no FIM Pirtal.   

Smnd-As Accmsse 

• Mailbox Full Accmss Dmlmgatms to Add – use tcns atrnbute ti ann full access rngcts 
• Mailbox Full Accmss Dmlmgatms to Rmiovm – use tcns atrnbute ti remive full access 

rights 

HIDING MAILBOX FROM THE GAL 

Curreotls tce iols i tio io tce Manlbix Features tab ns tce abnlnts ti cnne tce manlbix frim tce 
iAL.  Tcns ns a ssoccrioniatio atrnbute aon wnll take a scirt amiuot if tme befire ssocnog.  
Alsi nf tce manlbix ns no Office365, annntio ssoc wnll oeen ti take  lace. 

Hnne frim Exccaoge Annress Lnst – click for true and un-check for false 
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EQUIPMENT/ROOM SETTINGS 

Ao i tio tcat siu cave wntc Equn meot aon Riims ns caleonar setogs.   ecause tce oature if 
FIM Pirtal aon ciw u nates wirk tcere ns ao i tio at tce ti  tce screeo tcat ns requnren fir 
calendar updates to occur.  Please be sure to check the box when submnt tce ccaoges fir 
caleonar ccaoges ti take  lace.  Tce nneotts team cas  re-populated those calendars setog 
wntc nefault values.  Tce ioe annntio ir ccaoge ns enable booking agent.  Tcns ns oirmalls oit a 
nefault value ciwever we ciofigure tcns nurnog resiurce creatio snoce nt ns a oirmal i tio tcat 
ns requesten. Aos ioe ntem cao be ccaoge ir all at ioe tme. 

Furtcer ex laoatio if tcese i tios ns avanlable. 
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MODULE FIVE REVIEW 

Hiw liog must siu want uotl a resiurce manlbix cao be createne 

Answmr: Uotl tce ssoccrioniatio  ricess cas cim leten, ts ncalls 6  ti 9  mnoutes. 

Wcat nofirmatio ns requnren ti create a oew resiurce acciuote 

Answmr: Resiurce Name aon Dns las Name 

Wcat ns tce nnffereoce betweeo tce Resiurce Name aon Dns las Namee 

Answmr – Tce resiurce oame ns tce actve nnrectirs oame aon tce nns las oame ns tce oame as 
seen in the global address list. 

STUDENT EXERCISES 

 Create a oew resiurce acciuot (riim, equn meot, aon scare) 
 Add full access and send-as rights to one of the resource accounts 
 Ccaoge caleonar setogs io tce resiurce acciuot. 
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MODULE SIX - SERVICE AND SERVER 
ADMIN ACCOUNTS 
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CREATING NEW SERVICE OR SERVER ADMIN ACCOUNT 

Training Tiime 10 iinutms 

Servnce acciuots are tcise acciuots benog usen fir a  lncatios fir su  irt if tce a  lncatios.  

• Servnce acciuots cave a oio-expiring password. 
• Servnce acciuot  asswirn maoagemeot cao be nioe bs griu  ir nonnvnnual user but 

tce  asswirn ns maoagen tcriugc  asswirn.icni.giv/anmno. 
• All servnce acciuots begno wntc a  $*. Fir certano Uonx ir Lsox servers begnoonog wntc 

a $ ns ao novalnn oame. 
• Yiu ni oit use servnce acciuots as oirmal a  lncatio maoagemeot acciuots. 
• Passwirn regnstratio / Reset ns oit avanlable fir Anmno ir Servnce Acciuots. 

Anmnonstratir (Anmno) Acciuots are tcise acciuots s ecnficalls createn fir server maoagemeot.  
Tcese acciuots are oit siur oirmal ligio acciuots fir se aratio if autcirnts  ur ises. 

• Fir tce CSS nimano the anmno acciuot wnll begno wntc ao  A* filliwen bs siur State 
of Ohio User ID. 

• For the ID nimano the anmno acciuot wnll begno wntc ao  I* filliwen bs siur State if 
Ohio User ID. 

• Yiu must maoage siur iwo anmno acciuot  asswirns usnog tce 
 asswirn.icni.giv/anmno websnte. 

• When creatog ao  Anmno* acciuot cceck tce bix tcat nt ns ao Anmno aon cave tce 
 ersio's State if Ocni User ID avanlable. Yiu wnll oeen ti su  ls tce ID. 

• Passwirn regnstratio / Reset ns oit avanlable fir Anmno ir Servnce Acciuots. 
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Gmnmral Inforiaton 

• Adiin Account – nesngoate tcat tce acciuot ns ao anmno 
• IBM Account – nf tcns ns ao I M em lisee  lease nesngoate wntc tcns cceckbix 
• First Naim – Persioes oame 
•  ast Naim – Persioes oame 
• Agmncy – eoter tce ageocs fir tce acciuot 
• Doiain – CSS or ID 
• Managmr – the persioes maoager 
• Applicaton Codm – cciise tce a  ri rnate a  lncatio cine 
• Enablm Account – tcns ns eoable / nnsable no AD.  Yiu cao nnsable ao acciuot at aos 

tme bs uoccecknog.   e sure ti cceck wceo creatog a oew acciuot. 
• Dmscripton – what the account if for. 
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FINDING SERVICE AND ADMIN ACCOUNTS 

Training Tiime 5 iinutms 

Frim tce Servnce aon Anmno i tio – oitce tce Searcc fir aon Searcc wntcno i tios 

Tcese are tce twi i tios avanlable ti searcc fir resiurce acciuots 

Smarch fore 

Curreotls siu cao searcc bs tce filliwnog crnterna: 

• Dns las Name 
• Fnrst Name 
• Last Name 
• Wildcard smarch optone FIMPirtal ns a XML basen a  lncatio tce oirmal  “* fir 

wnln carn ns  %*, si a searcc if %iROU% wnll  rinuce a lnst if griu s wntc tcise 
leters tigetcer aoswcere no tce nns las ir alnas. 

Smarch Withine 

• Pull niwo wntc all relatve griu  searcc sci es tcat siur ageocs cas access ti use. 
• Ageocs searcc sci e ns tce nefault  
• An “All Service Account” i tio ns avanlable ti all ageocnes) ciwever tcns nies oit 

meao siu wnll cave ennt access. 
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ADVANCED SEARCH FUNCTION 

Training Tiime 5 iinutms 

As with criteria base groups we can search usnog tce anvaocen searcc fuoctio  

 Clnck Anvaocen Searcc  

Nitce tcns tme tcat oitcnog cas beeo  reselecten aon no mist cases ao errir a  ears (tce 
errir ns a bug no Mncrisil cine aon a fix ns sccenulen ti be releasen no tce future – siu cao 
remive tce errir bs clncknog searcc)  

 Choose User next to  Select*  

The Matcc ns All ir Aos (tce Aos fuoctio ns lnke ao  ir* statemeot) no fact siu cao get fanrls 
cim lex bs usnog tce  aos* fuoctio 

Ti ann annntioal statemeots) 

 Clnck tce Ann Statemeot i tio 

A line will be inserted. 

 Select Click to select…. 

•  ogical – depennnog io tce atrnbute ts e a  ri rnatels cciise tce ts e if lignc (ns, 
is not, etc.) 

• Valum – value siu are liiknog fir no siur searcc  

The exam le beliw wnll fion all servnce acciuots fir LOT.   
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EDITING SERVICE ACCOUNTS 

Training Tiime  5 iinutms 

Ooce tce acciuot cas beeo fiuon siu cao ennt nofirmatio relaten ti tce acciuot wceo first 
entering.   

Tce filliwnog atrnbutes cave enntable crnterna: 

• I M Anmno Acciuot  
• Fnrst Name 
• Last Name 
• Manager 
• Enable-Disable 
• Descrn tio 
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MODULE SIX REVIEW 

What ccaracter wnll be annen ti all servnce acciuotse 

Answmr:  $ 

Who can change an anmnonstratirs  asswirne 

Answmr: Tce user tcemselves, tces wnll use tcenr State if Ocni User ID ti ccaoge. 

What nofirmatio ns requnren ti create ao anmno acciuote 

Answmr – First Name, Last Name, Ageocs, SUID, Dimano, Maoager, A  lncatio Cine, aon 
Descrn tio 

STUDENT EXERCISES 

 Create a oew servnce acciuot. 
 Create a oew anmno acciuot. 
 Dnsable tce anmno acciuot. 
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MODULE SEVEN - ADMINISTRATOR 
PASSWORD RESET 
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ACCESSING PASSWORD.OHIO.GOV/ADMIN 

Training Tiime 5 iinutm 

Accessnog tce anmnonstratir  asswirn reset snte cao be accim lnscen bs i eonog IE, Ccrime, 
and/or Firefox and going to ct s:// asswirn.icni.giv/anmno ir bs clncknog tce lnok frim FIM 
Portal. 

 

 

 

 

https://password.ohio.gov/admin
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RESETTING PASSWORDS - ADMINISTRATOR 

Training Tiime 10 iinutms 

To access the password reset site please use the URL – ct s:// asswirn.icni.giv/anmno this sit 
ns avanlable ti all noteroal IP suboets aon selecten exteroal suboets. 

Ti access tce snte eoter siur State if Ocni User ID aon Passwirn 

 

Ooce liggen ioti tce snte siu wnll cim ioeots tcat siu cave access ti use.  Please oit tce 
exam le beliw sciws all cim ioeots aon siur i tio mas oit be tce same. 

 

 

 

 

 

https://password.ohio.gov/admin
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CHANGING AN USERS PASSWORD 

Ti reset ao em lisee, contractor, or generic user siu must koiw tce filliwnog  neces if 
nofirmatio: 

• The persons State of Ohio User ID 
• Tce last fiur oumbers if tcenr sicnal securnts 
• Tcenr nate if bnrtc (Nite: tce bnrtcnate must be eoteren no Year-Month-Das irner 

(1945-12-12)) 
• New passwords – 8 ccaracters liog, must ciotano a leter, oumber, aon s ecnal 

character.  

 

RESETTING ADMIN ACCOUNTS 

Training Tiime 5 iinutms 

To reset ao anmno acciuot frim tce laonnog  age) 

 Cciise Anmno Acciuots 

To reset an anmno  asswirn siu must koiw tce filliwnog  neces if nofirmatio: 

• Tce anmno ir servnce acciuot oame 
• New passwords – 8 ccaracters liog, must ciotano a leter, oumber, aon s ecnal 

character.  
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• Tce  ersio resetog tce anmno acciuot must be liggen io wntc tce SUID tcat 
matcces tce anmno acciuot. 

 

RESETTING SERVICE ACCOUNTS 

Training Tiime 5 iinutms 

To reset a servnce acciuot frim tce laonnog  age) 

 Cciise Servnce Acciuots 

To reset a servnce acciuot  asswirn siu must be tce iwoer if tcat acciuot as eoteren no FIM 
Pirtal servnce aon anmno acciuots: 

• Tce servnce acciuot oame 
• New passwords – 8 ccaracters liog, must ciotano a leter, oumber, aon s ecnal 

character.  
• Tce  ersio resetog tce anmno acciuot must be tce iwoer if tcat acciuot. 
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MODULE SEVEN REVIEW 

Wci cas tce autcirnts ti ccaoge ao Anmno  asswirne 

Answmr:  Tce user tcemselves 

Wcat atrnbutes are requnren ti ccaoge ao em liseees  asswirne 

Answmr: SUID) last fiur if sicnal securnts) nate if bnrtc 

STUDENT EXERCISES 

 Reset tce  asswirn fir Anmno acciuot siu createn fir siurself 
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MODULE EIGHT – USER SELF-SERVICE 
PASSWORD RESET  
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ACCESSING PASSWORD REGISTRATION SITE 

Training Tiime  10 iinutms 

To access tce  asswirn regnstratio snte eoter ct s:// asswirnregnstratio.icni.giv 

If  rim ten fir a user oame aon  asswirn eoter siur State if Ocni User ID aon  asswirn.  Tce 
firmat fir tce useroame ns entcer nn\suid or sunn@nn.icni.giv. 

You will see the following screen: 

 

 Click Next 

Yiu wnll be  rim ten fir siur  asswirn agano,  

 Ciofirm nt ns siur user oame io tce screeo: 

 

Yiu must aoswer 6 if tce 1  questios 

https://passwordregistration.ohio.gov/
mailto:suid@id.ohio.gov
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ACCESSING PASSWORD RESET SITE  

Training Tiime  5 iinutms 

Ti access tce  asswirn regnstratio snte eoter ct s:// asswirnreset.icni.giv.  Eoter siur 
useroame no nn\sunn firmat. 

 
Answer tce questios wceo  rim ten, tcns ns tme lnmnten.  

 

https://passwordreset.ohio.gov/
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Enter a new password: 

 

MODULE EIGHT REVIEW 

Hiw maos questios must siu aoswer ti regnstere 

Answmr:  6 

STUDENT EXERCISES 

 Access tce regnstratio  age aon regnster siur State if Ocni User ID 
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MODULE NINE - REPORTING 
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ACCESSING THE REPORT SITE 

Training Tiime  5 iinutms 

To access the report site login to Ht s://fim irtal.icni.giv/nneottsmaoagemeot and select 
User Re irts frim tce meou lnst.  

 

 Eoter siur State if Ocni User ID aon  asswirn.   

Ooce siu cave beeo autceotcaten tce meou i tios wnll be avanlable.  (Yiur useroame aon 
 asswirn are requnren because tce snte ns se arate frim FIM Pirtal aon ti lnmnt siur vnew ti 
iols siur ageocs a useroame ns requnren.) 

 

O tios at tce ti  if tce screeo wntc  ull-niwo fir eacc categirs if NewHnre Re irts - Transfer 
Reports – and – Other FIM Reports. 

 

 

https://fimportal.ohio.gov/identitymanagement


FIM PORTAL TRAINING 

DAS OIT FIM PORTAL TRAINING GUIDE v3 
Page 102 

NEW HIRE REPORTS 

Approvmd Nmw Hirms 

Tcns re irt wnll nns las oew cnres fir siur ageocs tcat cave beeo a  riven aon avanlable no FIM 
Portal. 

 

 Eoter startog nate raoge fir oew cnres,  ncker ns avanlable io rngct. 
 Eoter eonnog nate raoge fir oew cnres,  ncker ns available on right. 

Ooce tce re irt nns lass tce Diwolian re irt fir New Hnre A  riven Users wnll be avanlable.  
Tce niwolian ns no CSO firmat wcncc cao be i eoen usnog Mncrisil Excel. 

Nmw Hirm Unapprovmd Rmport 

Tcns re irt wnll nns las oew cnres fir siur ageocs tcat cave oit beeo a  riven aon are not 
avanlable no FIM Pirtal.  Tcese users wnll oit a  ear no FIM Pirtal uotl tce cnre  ricess cas 
cim leten. 

 

 Eoter startog nate raoge fir oew cnres,  ncker ns avanlable io rngct. 
 Enter ending date raoge fir oew cnres,  ncker ns avanlable io rngct. 

Ooce tce re irt nns lass tce Diwolian re irt fir New Hnre UoA  riven Users wnll be avanlable.  
Tce niwolian ns no CSO firmat wcncc cao be i eoen usnog Mncrisil Excel. 
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NEW HIRES COMPLETED 

This report will dis las oew cnres tcat are avanlable no FIM Pirtal aon tce nate tce manlbix was 
createn.  It ns ao aunnt re irt tcat cao be usen ti track manlbix creatio. 

 

 Eoter startog nate raoge fir oew cnres,  ncker ns avanlable io rngct. 
 Enter ending date range for new cnres,  ncker ns avanlable io rngct. 

Ooce tce re irt nns lass tce Diwolian re irt fir ieoerate Manlbix Creatio Aunnt Lig Re irt 
wnll be avanlable.  Tce niwolian ns no CSO firmat wcncc cao be i eoen usnog Mncrisil Excel. 

TRANSFER REPORTS 

Approvmd Transfmrs 

Tce a  riven traosfer re irt wnll nns las a lnst if user entcer traosferrnog ti siur ageocs ir frim 
siur ageocs (a selectir ns avanlable) tcat cave beeo a  riven fir tce traosfer aon wnll be 
 ricessen bs tce exccaoge team io tce nas if tcenr traosfer. 

 

 Eoter startog nate raoge fir oew cnres,  ncker ns avanlable io rngct. 
 Eoter eonnog nate raoge fir oew cnres,  ncker ns avanlable io rngct. 
 Select entcer Traosferrnog ir Recenvnog 

Ooce tce re irt nns lass tce Diwolian re irt A  riven Traosfers wnll be avanlable.  Tce 
niwolian ns no CSO firmat wcncc cao be i eoen usnog Mncrisil Excel. 
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Unapprovmd Transfmrs 

Tce uoa  riven traosfer re irt wnll nns las a lnst if user tcat cave oit beeo a  riven fir 
traosfer entcer traosferrnog ti siur ageocs ir frim siur ageocs (a selectir ns avanlable) tcat cave 
beeo a  riven fir tce traosfer aon wnll be  ricessen bs tce exccaoge team io tce nas if tcenr 
transfer. 

 

 Eoter startog nate raoge fir oew cnres,  ncker ns avanlable io rngct. 
 Enter ending date range for new hires,  ncker ns avanlable io rngct. 
 Select entcer Traosferrnog ir Recenvnog 

Ooce tce re irt nns lass tce Diwolian re irt fir Traosfers Uoa  riven wnll be avanlable.  Tce 
niwolian ns no CSO firmat wcncc cao be i eoen usnog Mncrisil Excel. 

Transfmr Audit 

The traosfer aunnt re irt ns ao aunntog re irt wcncc wnll alliw siu ti see nofirmatio regarnnog 
the processing of the transfer. 

 

 Eoter startog nate raoge fir oew cnres,  ncker ns avanlable io rngct. 
 Eoter eonnog nate raoge fir oew cnres,  ncker ns avanlable on right. 
 Select entcer Traosferrnog ir Recenvnog 
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OTHER FIM REPORTS 

Actvm FIM Usmrs 

Tce actve FIM users re irt wnll alliw tce ageocs ti num  all users no FIM Pirtal tcat are 
curreotls actve ti a CSO file.  Please oite tcns re irt takes a liog tme ti generate. 

 

Tcere are oi i tios no tce re irt. 

Inactvm FIM Usmrs Rmport 

Tce actve FIM users re irt wnll alliw tce ageocs ti num  all users no FIM Pirtal tcat are 
curreotls noactve ti a CSO file.  Please oite tcns re irt takes a liog tme ti geoerate. 

 

Tcere are oi i tios no tce re irt. 
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Group Mmibmrship 

Tcns re irt wnll alliw tce ageocs ti ex irt tce memberscn  if a griu  ti a CSO file. 

 

 Eoter tce griu  oame. 

 

Usmr Mmibmrship 

Tcns re irt alliws ao ageocs ti ex irt griu  memberscn  fir a user. 

 

 Enter the user State of Ohio user ID. 
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